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Abstract. We study the problem of Oblivious Polynomial Evaluation
(OPE). There are two parties, Alice who has a polynomial P, and Bob
who hasan input x. The goalis for Bob to compute P (x) in such way that
Alice learns nothing about x and Bob learns only what can be inferred
from P (x). Previously existing proto cols are basedon someintractabilit y
assumptionsthat have not beenwell studied [15, 14], and these proto cols
are only applicable for polynomials over nite “elds. In this paper, we
propose excient OPE proto cols which are based on Oblivious Transfer
only. Unlik e that of [15], slight modi cations to our proto cols immedi-
ately give proto cols to handle multi-v ariate polynomials and polynomi-
als over °oating-p oint numbers. Many important real-world applications
deal with °oating-p oint numbers, instead of integers or arbitrary nite
“elds, and our protocols have the advantage of operating directly on
°oating-p oint numbers, instead of going through "nite "eld simulation
as that of [14]. As an example, we give a protocol for the problem of
Oblivious Neural Learning, where one party has a neural network and
the other, with sometraining set, wants to train the neural network in
an oblivious way.

1 Intro duction

Assumethat there are two parties, Alice who hasa function f and Bob who has
an input x. They want to collaborate in a way for Bob to compute f (x) such

that Alice learnsnothing about x and Bob learnsonly what can beinferred from

f (x). A protocol achieving this task for any function f and any input x is called
an Oblivious Function Evaluation protocol. The remarkable results of Yao [17]
and Goldreich, Micali, and Wigderson[9] showvedthat such protocolsexist, under
somestandard cryptographic assumptions.Their protocolsusea Booleancircuit

to represent the function f and then simulate the computation of this circuit in

some oblivious way. The computational or communicational overhead of their

protocolsdependsonly linearly on the circuit sizeof the function f , which is the

best one can expect from a complexity-theoretical point of view. Howewer, their

protocols are far from being practical in general, and this problem still needs
a lot of work to be done. One line of researt is to study caseswhen di®eren

represenations of functions can lead to more excient simulation.



372 Yan-Cheng Chang and Chi-Jen Lu

Noar and Pinkas[15] consideredpolynomials over "nite "elds. Note that any
function from m bits to m bits can be represened by a polynomial over a nite
“eld GF(2M), but its degreecould go as high as2™ j 1. Soone would like to
focuson thosefunctions that canbe represerted by low degreepolynomials. This
turns out to have seweral interesting applications [15,8,14,12]. The scheme pro-
posedin [15]is much more excient than the corvertional way of going through
oblivious circuit evaluation, but its security is basedon two assumptions.One as-
sumption is the existenceof a secureOblivious Transfer protocol while the other,
proposedby themselwes,is the intractabilit y of a Noisy Polynomial Interpolation
Problem. Bleichenbacher and Nguyen [3] later showed that this new assumption
may be much wealer than expectedand suggestedthe useof a possibly stronger
intractabilit y assumptionon a Polynomial Reconstruction Problem. Still, no one
can say how hard this problem is asit is not that well-studied. Recerily, Lin-
dell and Pinkas[14] mentioned a not-yet-published OPE protocol, which is also
basedon somenewly proposedassumption. The assumption is that the Deci-
sional Dite-Hellman Assumption, denoted as DDH, also holds over the group
Z:,, wheren is the product of two large primes. Contrary to the well studied
DDH over Z; [2], more researtt may needto be done before one can have some
con dence on this new assumption. As there may be doubt on the security of
both existing OPE protocols, a more satisfactory solution is certainly welcome.

As in [15,14], we will focuson the casewith semi-honestparties, who may be
curious but still follow the protocol. The malicious casecan be handled in some
standard way using commitments and zero-knowvledge proofs, which will only
be brie°y mentioned. We will proposethree OPE protocols of di®erert °avors.
Comparedto previous ones,the security of our “rst two protocolsis only based
on a well-acceptedcryptographic assumption, namely, the existenceof a secure
1-out-of-2 oblivious transfer protocol, denotedasOT 2. For polynomials of degree
d over a nite “eld F, our rst protocol usesdlogjFj invocations of OT 2 while
[15] needs(2kd+ 1) logm invocations of OT ? for someunspeci ed integersk and
m A d depending on their proposedassumption! Note that for the problem in
their assumptionto beintractable, at leastm must be very large just to preven a
brute-force algorithm that tries every possibility. So, even with their additional
security concern, their protocol is better than ours only when jFj > m?%, i.e.
when jFj is very large. Moreover, other than carrying out OT's, our protocol
involvesonly extremely simple computation. Our secondprotocol is lessexcient
than our rst one, but we include it here asthe technique for achieving security
seemsinteresting and may have other applications. Our third protocol involves
a third party who does not collude with others but may be curious, and our
protocol is perfectly secure,without any cryptographic assumption. Unlik e that
of [15], all our protocols can immediately handle multi-v ariate polynomials.

One attractiv e feature of our protocols is that they can be modied very
easily to handle °oating-p oint numbers. This is not the casefor existing OPE

! Actually they use 2kd + 1 invocations of 1-out-of-m oblivious transfer, denoted as
OTT. It is known that one OTT can be simulated by logm calls to OT?, together
with seweral evaluations of a pseudo-random function [15].
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protocols which rely on some speci ¢ properties of nite "elds. Many impor-
tant applications in real life involve numerical computation over °oating-p oint
numbers, instead of over integersor arbitrary "nite “elds. There is no etcient
mapping known that embeds°oating-p oint numbersinto nite “elds wherearith-
metics can be carried out easily The approac of [14] is to scale°®oating-p oint
numbers up to integerswith somebook-keeping,apply someOPE protocol over
integers, and then do a normalization to get badk °oating-p oint numbers. This
extra work could complicate their algorithm designand slow down the perfor-
mance a little. We show how our OPE protocols over nite “elds can be easily
modi ed to operate directly on °oating-p oint numbers, and we believe that such
protocols are more likely to have practical applications.

In addition to computing functions obliviously, some computational tasks
may also involve security issuesand peoplemay want to perform them in some
oblivious way. We usemacdhine learning as an example,and demonstrate the ap-
plicabilit y of our OPE protocol over °oating-p oint numbers. Lindell and Pinkas
[14] consideredthe scenariowhere two parties, ead holding a private database,
want to jointly construct a decisiontree that classi esertries in both databases,
using a so-calledID3 algorithm. Sud kind of learning is not robust to changes
in the sensethat changesto a databasemay causethe whole processto be run
again. We use neural network as our learning model and considerthe following
scenario.Alice hasa neural network which is trained to somedegreeand sheuses
it to serwe the classi cation requestsfrom other parties. Alice wants to keepher
neural network secret, while others want to keep their requestssecret. This is
the task of oblivious neural computing. At somepoint, another party Bob with a
set of training exampleswants to help Alice's neural network get better, maybe
for his own good later. Alice wants to have a securelearning processsothat Bob
learns nothing from her, while Bob also wants to keep his training set secret.
Later, other parties having their own training setcan help Alice too, and Alice's
neural network can adapt in an incremertal way. This is the task of oblivious
neural learning. We will apply our OPE protocol over °oating-p oint numbers,
and derive protocols for oblivious neural computing and oblivious neural learn-
ing.

The rest of the paper is organizedasfollows. In Section 2, we give de nitions
and tools that will be usedlater. Three OPE protocols are proposedin Section
3. We derive OPE protocols for °oating-p oint numbersin Section4. In Section
5, we shaw oblivious protocols for neural computing and learning.

2 Preliminaries

about 2i ¢ are considerednegligible and circuits of sizesabout 2¢ are considered
infeasible For a distribution D over a set S, let D(i), fori 2 S,Pdenote the
probability of i accordingto D, and de ne D(A), for Ap S, to be ,, D(i).
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De nition 1. Let D and D? be two distributions over a set S. Their distance
is de'ned as d(D; D9 = maxaus da(D; D9, with da (D;D9 = jD(A) i DYA);.

P
Note that d(D;D9 = % > iD(i)i DYi)j, which is a usefulway for calculating
d(D;D9.

Denition 2. Let D and D° be two distributions. They are statistically indistin-
guishable denoted asD * D?, if d(D; D9 is negligible. They are computationally
indistinguishable, denoted as D * D, if da (D; DY) is negligible for any subsetA
decided by a circuit of feasible size?

We will assumethat parties in our protocols have only circuits of feasible sizes
for computation unlessmertioned otherwise. Sowe will focus on computational
security, and the default distinguishability will be the computational one.

An important cryptographic primitiv e is the 1l-out-of-2 oblivious transfer,
denotedas OT 2. There are seweral variants which are all equivalert, and the one
most suited for us is the following string versionof OTZ. Let F be a set.

De nition 3. An OT? protocol hastwo parties, Senderwho hasinput (xo; X1) 2
F? and Chooserwhohasa choice ¢ 2 f0; 1g. The protocol is correct if the Chooser
learns x. for any (Xo;X1) and c. The protocol is secureif both conditions below
are satis ed for any (xg;x1) and c:

{ Chooser cannot distinguish the distribution of Sender's messagedrom that
induced by Senderhaving a di®erent value of x1; ¢.

{ Sendercannot distinguish the distributions of Chooser's messagesnduced
bycand1lj c.

Similarly onecandene OTY for any k , 3, with Senderhaving k elemens and
Chooserwanting to learn one. We will useOTY, for k , 2,to denotean assumed
correct and secureOT¥ protocol. It is known that the existenceof OT? implies
the existenceof OTX for any k , 3[5,15].

De nition 4. A protocol for oblivious polynomial evaluation has two parties,
Alice who hasa polynomial P over some nite "eld F and Bob who hasan input
Xa 2 F. An OPE protocol is correct if Bob learns P(xg) for any xq and P. It is
secureif both conditions below are satis ed for any x, and P:

{ Alice cannot distinguish the distribution of Bob's message$rom that induced
by Bob having a di®erent x2.

{ Bob cannot distinguish the distribution of Alice's messagedrom that induced
by Alice having a di®erent P° with PYx,) = P (Xa).

We say that a party in a protocol is semi-honestif the party follows the
protocol but may try to learn more information than he or sheshould. We only
focus on semi-honestparties in this paper. The caseof malicious parties can

2 Note that for A decided by a circuit C, da(D;D% = jPx2p[C(X) = 1]i
Px2po[C(x) = 1]i:
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be handled in a standard way, using commitments and zero-knavledge proofs,
which will only be brie®y sketched for our rst protocol.

SupposeD and D? are two distributions depending on distributions E and
E° respectively. For any possible outcomet of E and E°, let (DJE = t) and
(DYEC = t) denote the distributions of D and D° conditioned on E = t and
E®= t respectively. Here is a useful lemma for shaving D “ DO which will be
usedseweral times in our security proofs later.

Lemma 1. D “ D°provided E ° E%and (DJE = t) © (DYE°= t) for any t.

Proof. Let C beacircuit which outputs 1 with probabilities p and p°with respect
to D and D° Let p; and p? denote the corresponding probabilities with respect
to (DJE = t) and (DYE®=t). Let g = E(t) and ¢® = EQt). Then

. . x X 0 0.

ipi PI=i  api  opl
X t ; t O; X H 0 0105
JOPe i Gepy] + JGPE i GPr)

GJPe i P+ G0 o)
t t
P

Soif  ,ja i o is negligible and eadh jp; i pfj is negligible, then jpi pJ is
negligible.

Somecasedater haveidentical E and E° and we only needto ched ead jp;i pd.
A family H of functions from S; to S, is said to satisfy a pair-wise indepen-
dent property if for any distinct ® &2 S,,

Pron[h(® = h(@)] = -~

1S2)
Let (H;H(S:)) denote the distribution of (h;h(v)) with random h 2 H and
random v 2 S, and let (H;S,) denote the uniform distribution over H £ S,.
We will usethe following lemma, which is a special caseof the so-calledLeftover
Hash Lemma [10,11].

Lemma 2. Let H be any family of functions from S; to S@ satisfying the pair-
wise independent property. Then d((H;H (S1));(H;S2)) - [S2j5Saj.

A proof of this lemmais given in the appendix for completeness.

3 Oblivious Polynomial Evaluation Proto cols

We will present three OPE protocols of di®erert °avors in this section. Assume
that both parties have agreedthat polynomials are over a nite eld F and
have degreesat most d. The set of such polynomials can be identi ed with the
et T = F4*1 in a natural way. Suppose now Alice has a polynomial P(x) =
9, ax 2T andBob hasx. 2 F.



376 Yan-Cheng Chang and Chi-Jen Lu

3.1 The First Proto col for OPE

To make the picture clear, we only discussthe caseF = GF (p) for someprime p.
The generalizationto GF (p¥) with k > 1 is straightforward. Let B = dog, jFje.

Each coecient a; in the polynomial can be represeried asa = = | 5@ 271
with a; 2 f0;1g. Fori 2 [d] andj 2 [m], let v; = 211 Ix]. Note that for ead
i 2 [d], i2mm) & Vi = ajXy. The idea is to have Bob prepare (vj )j2jm; and

have Alice get those v; with a; = 1, in somesecretway. This is achieved by
having Bob prepare the pair (rj ;v; + rj ) for a random noiser; , and having
Alice get what shewants via OT%. Note that what Alice obtains is aj; vij + rj .
Hereis our st protocol, basing only on the existenceof secureOT?.

Proto col 1

1. Bob preparesdm pairs (rij ; Vij + Iij )i2[d);j 2[m]. With ead ry chosenran-
domly from F.

2. For ead pair (rjj ;v + rij ), Alice runs an independert OTZ with Bob to
getr; if a3 = Oandv; + rj otherwise.

3. Alice sengsto Bob the sum of ag and those dm values she got. Bob

subtracts  ;; rj from it to obtain P (Xs).

Lemma 3. Protocol 1 is correct when parties are semi-honest.

Broof. The sum Bob obtains in Step 3 isap + |

Fij .

@i vy + 1) = P(Xa) +
iij
Lemma 4. Protocol 1 is secure when parties are semi-honest.

Proof. First, we prove Alice's security. SupposeP and P ° are two distinct poly-
nomials with P (x.) = PYXs) = ya. According to Lemma 1, it su+cesto show
that for any xed (rij )i2qj 2[m]. Alice’s respective messagedistributions D and
D%induced by P and P? are indistinguishable. Note that the last messagerom
Alice isya+ ; rj for both P and P%and canbeignored. Sowe focuson Alice's
dm messagesrom the dm independert executionsof OT's. For 0- k - dm, let
Dk denote the distribution with the rst k messagesrom D and the remaining
messagedrom DO Assumethat there exists a distinguisher C for D and D% A
standard argumert shaws that C can also distinguish Dy,; 1 and Dy, for some
ko. Note that Alice must selectdi®erent elemerns from that pair in the ko'th OT,
as otherwise the two distributions are identical. Then one can break Chooser's
security in OTZ when Senderhas this input, becausewith Chooser's messages
for di®erert choicesreplacing the ko'th messageof Dy,; 1, we get exactly Dy,; 1
and Dy,, which can be distinguished by C. As OT? is assumedto be secure,D
and D are indistinguishable, and Alice is secure.

Next, we prove Bob's security. Note that Bob sendsdm messagego Alice
for the dm independert executions of OT's. Let x. 6 X2, let E and E° be
Bob's respective messagdlistributions, and let Ex denote the distribution with
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the rst k messagedfrom E and the remaining messagedrom E° Suppose a
distinguisher for E and E° exists. Then it can also distinguish Ey,; 1 and Ey,

for somekg. The pairs in that ko'th OT have the forms (r;v+ r) and (r% v+ r9,

for some xed v and v° and for random r and r° Alice's polynomial is "xed, so
which elemert to choosein that kq'th OT is also xed. SupposeAlice chooses
the ‘rst onein that pair. Then accordingto Lemma 1, there is a xed rq suc

that Ey,; 1 conditioned on Bob having (ro;Vv + rg) and Ey, conditioned on Bob
having (ro;v%+ ro) are distinguishable. Similarly as before, one can distinguish

Sender'smessagesvhen Senderhas (ro; v+ ro) and (ro; v+ ro) respectively and
Chooser selectsthe st elemer, which violates Sender'ssecurity in OT?2. The
casewhen Alice choosesthe secondone in that pair can be argued similarly,

by noticing that the distribution (r;v + r) and the distribution (j v+ r;r) are
identical. As OT? is assumedto be secure,sois Bob.

Theorem 1. Protocol 1 is correct and secure when parties are semi-honest.

Note that only dm invocations of OT? are required and they can be done
concurrertly. Also obsene that if OT% can achieve perfect security for Chooser
(e.g. [1]) in the information-theoretical sensethen sois Protocol 1 for Alice.

A slight modi cation to Protocol 1 can handle the caseof malicious parties.
The only complication is to enforcea malicious Bob to preparedm pairs that are
consistent in the sensethat there is somex. sud that vy = 21 1xl, for every i
and j, which can be achieved asfollows. Bob sendshis commitments of dm pairs
to Alice, Alice usesOT? to have her dm choicesdecommitted, and Bob usesa
zero-knowvledge proof to corvince Alice that those dm pairs are consisten. All
these can be done using, for example, the methods in [13].

3.2 The Second Proto col for OPE

The idea of our secondprotocol is to have Alice hide the random sharesof her
polynomial P among other random polynomials, have Bob evaluate all of them
on his input x., and then have Alice selectthose values corresponding to the
shares,which sum to P(x.). Recall that T = F4*1, Let n = logjTj + 2¢. For
P2TandR = (Ry;:::;R,) 2 T", de ne the function hgp :f0;1g" ! T as

X
hrp (®) = P j ®R;:
i2[n]

It's easyto ched that for any P 2 T, the classHp = fhgp : R 2 T"g satis es
the pair-wise independert property. Here is our secondOPE protocol, which is
also basedon OT? only.
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Proto col 2

1. Alice generates random R 2 T" and ® 2 f0;1g" and sends

2. Bob generatesrandom r 2 F"*! and preparesn + 1 pairs (r;; R (xxa) +
Mi)i2[n+1] -

3. For pair i, Alice runs an OT?Z with Bob to getr; if ® = 0and R;(Xa) + r;
otherwise. =

4. Alice sendsthe sum of the n + 1 valuesto Bob. Bob subtracts i”:ll ri
from it to get P (Xx).

Theorem 2. Protocol 2 is correct and secure when parties are semi-honest.

Prpof. The correctngssis obvious becaqgethe sum what Bob obtains in Step 4
is T ®Ri(xe)+ 3 ri=P(xa)+ [ ri. Bob's security proof is almost
identical to that of Protocol 1, sowe only prove Alice's security here.

Fix any two polynomials P;P°2 T, let D and D° denote Alice's respective
messagedistributions, and let E and E° be Alice's respective messagedistri-
butions in Step 1. According to Lemma 1, it suzxces to shov E ® E% and
(DJE = t) © (DYE°= t) for each t 2 T. Using an argumert similar to that in
Protocol 1, onecanshaw (DjJE = t) - (DYEC= t) for each t 2 T asotherwiseone
can break Chooser'ssecurity in OT 2. Note that the family Hp satis es the pair-
wise independert property and E is the distribution (Hp;Hp (f0;1g")). With
n = logjTj+ 2¢ = (d+ 1)m+ 2¢, Leftover Hash Lemma [10,11kguararteesthat
the distance betweenE and the uniform distribution isat most ™ jTj2i " = 2i ¢,
which is negligible. Similarly E°alsohasa negligible distanceto the uniform one.
Sod(E;E9 is negligible and E = According to Lemma 1, Alice is secure.

Note that there are (n + 1)logjTj = O(dm(dm + ¢)) bits sen in Step 1,
O(dm + ¢) executionsof OTZ in Step 3, and m bits sert in Step 4.

3.3 A Proto col for 3-Party OPE

Here we shav how to remove the useof OT?Z with the help a third party Clark.

As a result, our protocol does not rely on any cryptographic assumption and
is information-theoretically securewhen no collusion exists. Again, we assume
that Alice hasa polynomial P 2 T, Bob hasx. 2 F and only Bob learns P (Xx).

Now the security must also hold against Clark sothat the messagese receives
altogether look completely random to him; i.e.,

{ Clark cannot distinguish the uniform distribution from the joint distribution
of messagede receivesfrom Alice and Bob.

Note that our model is slightly di®eren from that of Feige,Kilian, and Naor [7],
who have Clark asthe party to receiwe the result. Here is the protocol.
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Proto col 3

1. Bob sendsrandom (r;)i» ) 2 F* to Alice. He alsosends(x? = x5+ r)i2 ]

to Clark.
2. Alicegsendsrandom (si)o. i. k 2 F¥** to Bob. Shealso sendsag = ag +
So i i2[k] &iri and (3°= & + Si)i2k) to Clark.
3. Glark sendsy = ag+  ,pq &’ to Bob, and Bob getsP(xa) = yi (So+
i2[K] X(si).

Theorem 3. Protocol 3 is correct and perfectly secure provided no collusion
exists,

Proof. The correctnessis easyto verify. What Alice or Clark receiwesis com-
plete|y random. Bob receivesrandom (s;)o. i. k in Step 2, and receivesP (Xa) +
Sp + i2[k](x't, + r;)s; in Step 4, so he seesthe samedistribution for any poly-
nomial PP with P%x,) = P(Xa). Soead party is perfectly secureas long as no
collusion exists.

3.4 Generalizations

It is not hard to seethat all the protocolsin this section can be easily extended
to dealwith multi-v ariate polynomials. In particular, we can solve an interesting
special case:Alice hasa = (a;)i2[n] 2 FanNh"e Bob hasx = (X;)i2n) 2 F" and
wants to learn the inner product a¢x =, aiXi.

We have only consideredthe setting where Alice and Bob have their own
inputs and Bob gets the "nal result. Later we will seea variation with ead
input and output sharedby the two parties. We call this computing with random
shares Let's usethe inner product function as an example. Supposethat Alice
hasu;v 2 F" and Bob hasu®%v®2 F". They want to compute the inner product
of u+ u®and v + v% and produce random shares,one for ead party, that sum
to the inner product. This generalization can be reducedto the original problem
in the following way. Note that (u+ u9 ¢(v + v9 is equalto

(uev) + (uevl+ veud) + (ulevy):

Now Alice generatesa random r 2 F and preparesthe 2(n + 1)-dimensional
vector

Bob can obtain a¢x = j r + (u+ u% ¢(v+ v9 using a protocol for the original
problem, and ead party now holds a random shareof the inner product (u+ u%¢
(v + V9. The variation for multi-v ariate polynomials can be handled similarly.
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4  Oblivious Polynomial Evaluation for Floating-P oint
Num bers

4.1  Floating-P oint Num ber System
We rst give the de nition of a °oating-p oint number system.

_ . . . . P o
De nition 5. A °oating-point numker is a rational number b= § jol b 2mil
for somem, with j 2 f0;1g. Let rh denote the °oating-point numbker system
containing all such numbers together with standard arithmetic operations.

Sud a °oating-p oint number can be represened by 2m + 1 bits: m bits for the
fractional part, m bits for the integral part, and 1 bit for the sign. Unlike "nite

“elds, operationsin a °oating-p oint number systemare not closedand errors may
occur becauseof the limitation of nite precision. An under®ow occurswhenthe
produced number needsmore bits for the fractional part, and a rounding takes
placeto convert it into the nearestnumber in the °oating-p oint number system.
An over°ow occurs when the produced number needsmore bits for the integral
part, and the result is left unde ned.

When wewant to hide an elemern v of a nite "eld Fin our previousprotocols,
we generatea pair (r;r + v) with arandomr 2 F, sothat any elemen of the pair
itself looks completely random. There is a slight complication for °oating-p oint
numbers, but it can be easily xed.

Lemma 5. Supmsev;v°2 “for some" and suppsek , *+ ¢+ 1. The distri-
butions of v + r and v®+ r®with randomr;r°2 K havea negligible distance.

. . jvi v9 2+ L
Proof. The distanceis at most m © S 20C

4.2 An OPE Proto col for Floating-P oint Num bers

AssumeAlice holds P (x) = P ?:O ax', wherea; 2 r, and Bob holdsx, 2 . For
ead i, let jaj = jzinl aj 2™i ), with a; 2 f0;1g. All our previous protocolscan
be easilymodi ed for °oating-p oint numbers, and herewe only demonstrate one,
which comesfrom Protocol 1. We will useOT$, which can be implemerted by 2
executionsof OT? [15]. Let k = (d+ 1)m+ ¢+ 1 and n = k + log(2dm). Parties
agreeon the °oating-p oint systemﬁ for random numbers, and the °oating-p oint
systemn for all arithmetics sothat no under®ow or over°ow will ever occur. Let
Vij = 2mi ]XIE.

Proto col 4

1. Bob prepares2dm 3-tuples (rij ;Vij + ij ;i Vij + Iij )i2[d]j 2[2m]s With ead
rij chosenrandomly from R.

2. For each 3-tuple (rj ;v + rjj;i vi + rj), Alice runs an OT% with Bob
togetry ifay = 0,vy +r; ifa; = 1%a > 0,and v; + rj otherwise.

3. Alice seng,%to Bob the sum of ag and those 2dm values she got. Bob

subtracts  ;; rjj from it to obtain P (Xs).
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Note that all the arithmetic are carried out in the system A, which is large
enoughto guarartee that no error ever occurs. Then it's not hard to verify the
correctnessof this protocol, while its security is guaranteed by the following.

Lemma 6. Protocol 4 is secure when parties are semi-honest.

Proof. Alice's security proof is almost identical to that of Protocol 1, sowe only
discussBob's security here. Let xo;x% 2 i, let E and E° be Bob's respective
messagedistributions, and let Ex denote the distribution with the “rst k mes-
sagesfrom E and the remaining messagegrom E° SupposeEy,; 1 and Ey, can
be distinguished, for somekg, and the 3-tuplesin that kqo'th OT have the forms
(r;v+r;jv+r)and (r%vP+ r%; vO+ 19, for random r and r° and for some
xed v and VO Let * = (d+ 1)m and note that v;v°2 “ because2™i ixi 2 “ for
any x 2, i 2 [d] andj 2 [2m]. Then accordingto Lemma 5, no matter which
elemern Alice chooses,the two distributions of that elemen have a negligible
distance. Using Lemma 1 and adapting Bob's security proof for Protocol 1, one
can show that E and E° are indistinguishable.

Note that the generalizationsdiscussedin Section 3.4 also hold for °oating-
point humbers, and we have the following theorem.

Theorem 4. Oblivious protocols exist for the problem of multi-variate polyno-
mial evaluation (with random shares) over °oating-point numbers.

5 Oblivious Neural Learning

5.1 Neural Computing and Learning

There are seeral variants of the neural network model. We only demonstrate our
result via 2-layer feedforward neural networks with badk-propagation learning.
Other variants can be handled similarly.

A 2-layer feedforward neural network has an internal layer of J nodes, with

Neural Computing

1. Computey;
2. Compute ok

f (wg ¢y), for k 2 [K].

The output vector o may not be correct, and a learning algorithm adjusts
the weights accordingto how the vector o di®ersfrom the correct output vector
d. The pair (x; d) constitutes a training example. The badk-propagation learning
(BP-Learning) algorithm adjusts the weights in the following way, with ° being
somelearning constart.
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BP-Learning

. Compute #o = 2(dy | ok)ng2 i 02), fork 2 [K].

. Compute &; = 2(a? y?) [, tkWij, forj 2 [J].
. Update wyj = wyj + ° oy, for k 2 [K];j 2 [J].

. Update uj; = uji + °&;x;, fori 2 [I'];j 2 [J].

A WN P

The processabove can be repeated for a set of training examples.

5.2 Oblivious Neural Computing and Learning

Now we want to carry out neural computing and neural learning in an oblivious
way betweentwo parties, Alice and Bob. Oblivious neural computing can be
de ned in a way similar to oblivious polynomial evaluation, exceptwith Alice's
polynomial replacedby a neural network. For oblivious neural learning, Bob has
a set of training examplesand wants to train Alice's neural network so that
Bob knows nothing about Alice's neural network while Alice knows only what
is implied by the weight changes.We needto be careful about Bob's security, as
Alice's neural network has|J + JK weights and that many weight changesmay
reveal a lot to Alice. Sowe do not let Alice know the weight changesinduced
by ead training example,and only let her get the overall weight changesafter
the training of all examples.Now a learning protocol is securefor Bob if Alice
cannot distinguish two training setsthat give the sameoverall weight changes.
Note in practice, neural learning typically involveslarge training sets.

Another scenariois for Bob to keeprandom sharesof those nal weights, as
long as heis willing to help Alice serwe requestsfrom other parties for oblivious
neural computing. Later when another party wants to cortinue the training
of Alice's neural network, Bob only needsto help with his sharesfor the rst
training example,and his duty is o®after that. Contrary to the previousscenario,
Alice cannot learn anything about Bob's training setin this way.

5.3 Oblivious Activ ation Function Evaluation

Herewe discussoptions for evaluating the activation function f (z) = atanh(bz) =
a1l ﬁ) in an oblivious way. We will rely on an protocol for oblivious cir-
cuit evaluation [17,9,16], denoted as OCE, which is excient for small circuits.
Assumethat Alice has x while Bob hasy, and they want to generaterandom
sharesof f (x + y) for Alice and Bob. One way is to use an OCE directly, if
one can accept that the circuit for f is reasonably small. For casesallowing a
large b, f (z) is closeto the threshold function, which has a very simple cir-
cuit, and again we can use OCE directly. Otherwise, we will approximate f in
a piece-wiseway by low degreepolynomials and then apply our OPE proto-
col for it, which is described in the following. As f is smooth, there are inter-
valslo = (i1 ;o112 = Co; 1i:::51n = (Cnj 1;1 ); and degreed polynomials
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f(z) YaPi(z) forz 2 Iy;

for somesmall n and d, which seemgood enoughfor practical purposes® Let |
be the function suc that 1(z) = i for z 2 |;, which has a rather simple circuit
and thus an excient OCE protocol. Let Pix (y) = P;i(x+y). Hereis the oblivious
protocol for evaluating the activation function.

Proto col 5

1. Alice generaterandom r;. Bob runs OCE with Alice to getr, = (X +

Y)i ri.
2. Alice generaterandom s; and preparesthe polynomial
Q .
isi(@triij)
Qu(ay) =i s1+ Qe ————Pix (¥):
i=0 jei(ii 1)

Bob runs OPE with Alice for s, = Qy(ra;y).

Note that Alice hass; and Bob hass; with s; + s, = Pi(x + y) for x + y 2 |;,
sothe protocol is correct. The security proof is again similar to previous ones.

5.4  Oblivious Neural Algorithms

First we needto determine the possiblerange of °oating-p oint numbersthat can
ever occur during computation. Then we can determine an appropriate °oating-
point number systemﬁ for random numbers and a systemh for error-free arith-
metics. Here is the protocol for oblivious neural computing which usesthe OCE
and OPE protocols with random shares.

Proto col 6

1. Forj 2 [J], Alice and Bob compute random sharess; 1;sj» of the inner
product u; ¢x, and then compute random sharesy;1;yj2 of y; = f (sj1 +

2. For k 2 [K], Alice and Bob compute random sharesty1; tx> of wy ¢y, and
then compute random sharesog1; 0k» of ok = f (tk1 + tk2).

At the end, Alice can sendher sharesoy; to Bob for him to obtain the output
vector o. This is not neededfor oblivious learning. Note that the protocol still
works when the ead weight vector is sharedby two parties instead of owned by
Alice, which is the casein oblivious learning.

% For example, the error can be bounded by 2£ 10' ® with n = 9,d= 9, o = j 7,
\3= 7, P = i 1,andPg= 1.
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Theorem 5. Oblivious neural computing can be achievel by Protocol 5.

Proof. The correctnessis easyto verify. The security relies on the security of
the protocol for oblivious polynomial evaluation with random sharesand the
protocol for oblivious evaluation of the activation function. Any breaking of
Protocol 5's security givesa way for breaking one of the protocols which has
beenshown to be secure.

An oblivious neural learning protocol can be derived similarly. Now only the
protocol for OPE with random sharesis needed.

Proto col 7

1. Alice and Bob compute random sharesof ead +,x = g(dk i o)(aj o).
2. Alicg and Bob compute random shares of eah #; = 2(a2
K
yj2) k=1 TokWkj .
3. Alice and Bob compute random sharesof ead wy; = wy; + °#Y; .
4. Alice and Bob compute random sharesof eat uj; = uji + ° & X;.

The learning processcan be repeated for a set of training examples.At the
end of the whole process,Bob revealshis sharesof those weights obtained in the
last iteration, and Alice derivesthe resulting neural network. The correctnessis
easyto verify. The security can be proved similarly asbefore. Now Alice cannot
distinguish amongtraining setsthat give the sameoverall weight changes.Sowe
have the following theorem.

Theorem 6. Oblivious neural learning can be achievel by the combination of
Protocol 6 and Protocol 7.

As discussedbefore, an alternativ e scenariois not to have Bob give away his
“nal sharesto Alice, but for him to help Alice for her future task. In this way,
Alice only obtains random sharesof her new weights after ead training example,
including the "nal one. Soead training exampleis secureand now Alice learns
nothing about Bob's training set.

Acknowledgemen ts

We would like to thank Prof. Yuh-Dauh Lyuu for his help.

References

1. M. Bellare and S. Micali, Non-interactiv e oblivious transfer and applications, in:
Proc. CRYPTO '89, Lecture Notes in Computer Science,Vol. 435 (Springer, 1990),
pp. 547{557.

2. D. Boneh, Decision Dite-Hellman problem, in: Proc. Algorithmic Number Theory
1998, Lecture Notes in Computer Science,Vol. 1423 (Springer, 1998), pp. 48{63.



3.

10.

11.

12.

13.

14.

15.

16.

17.

18.

A

Oblivious Polynomial Evaluation and Oblivious Neural Learning 385

D. Bleichenbacher and P. Nguyen, Noisy polynomial interp olation and noisy chinese
remaindering, in: Proc. EUROCRYPT 2000, Lecture Notes in Computer Science,
Vol. 1807 (Springer, 2000), pp. 53{69.

. G. Brassard, D. Chaum, and C. Crepeau, Minim um disclosure proofs of knowledge,

Journal of Computer and System Sciences37(2), 1988, pp. 156{189.

. G. Brassard, C. Crepeau, and J. M. Robert, Information theoretical reductions

among disclosure problems, in: Proc. 27th Ann. IEEE Symp. Foundations of Com-
puter Science,1986, pp. 168{173.

. D. Chaum, C. Crepeau, and |. Damgard, Multipart y unconditionally secureproto-

cols (extended abstract), in: Proc. 20th Ann. ACM Symp. Theory of Computing,
1988, pp. 11{19.

. U. Feige, J. Kilian, and M. Naor, A minimal model for secure computation, in:

Proc. 26th Ann. ACM Symp. Theory of Computing, 1994, pp. 554{563.

. Niv Gilb oa, Two party RSA key generation, in: Proc. CRYPTO '99, Lecture Notes

in Computer Science,Vol. 1666 (Springer, 1999), pp. 116{129.

. O. Goldreich, S. Micali, and A. Wigderson, How to play any mental game or

a completenesstheorem for proto cols with honest majority, in: Proc. 19th Ann.
ACM Symp. Theory of Computing, 1987, pp. 218{229.

J. Hastad, R. Impagliazzo, L. Levin, and M. Luby, Construction of a pseudo-
random generator from any one-way function, SIAM Journal on Computing 28(4),
1999, pp. 1364{1396.

R. Impagliazzo and D. Zuckerman, How to recycle random bits, in: Proc. 30th
Ann. IEEE Symp. Foundations of Computer Science, 1989, pp. 248{253.

Y. Ishai and E. Kushilevitz, Randomizing polynomials: a new represertation with
applications to round-excient securecomputaion, in: Proc. 41st Ann. IEEE Symp.
Foundations of Computer Science,2000, pp. 294{304.

J. Kilian, Founding cryptography on oblivious transfer, in: Proc. 20th Ann. ACM
Symp. Theory of Computing, 1988, pp. 20{31.

Y. Lindell and B. Pinkas, Privacy preserving data mining, in: Proc. CRYPTO

2000, Lecture Notes in Computer Science,Vol. 1880 (Springer, 2000), pp. 36{54.

M. Naor and B. Pinkas, Oblivious transfer and polynomial evaluation, in: Proc.
31st Ann. ACM Symp. Theory of Computing, 1999, pp. 245{254.

T. Sander, A. Young, and M. Yung, Non-interactiv e crypto computing for NC?, in:
Proc. 40th Ann. IEEE Symp. Foundations of Computer Science, 1999, pp. 554{567.
A. C. Yao, How to generateand exchange secrets,in: Proc. 27th Ann. IEEE Symp.
Foundations of Computer Science,1986, pp. 162{167.

J. M. Zurada, Introduction to Arti cial Neural Systems, PWS Publishing, 1994.

Pro of of Lemma 2

P
Let * = jH|jSzj. From Cauchy-Schwartz, ., jPgu[(gi0(u)) = (h;v)]i 1=7jis
at most

S v
N (Pgul(g;g(u) = (h;v)]§ 1=)°

p

= 7 Pgullgo) = ()2 2+ 1
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