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Abstract.  Unconditional cryptographic security cannot be generated
simply from scratch, but must be basedon somegiven primitiv e to start
with (such as, most typically, a private key). Whether or not this implies
that such a high level of security is necessarilyimpractical depends on
how weak these basic primitiv escan be, and how realistic it is therefore
to realize or 'nd them in|classical or quantumirealit y. A natural way
of minimizing the required resourcesfor information-theoretic security is
to reducethe length of the private key. In this paper, we focus on the level
of its secrecy instead and show that even if the communication channel is
completely insecure, a shared string of which an arbitrarily large fraction
is known to the adversary can be used for achieving fundamental cryp-
tographic goals such as messageauthentication and encryption. More
precisely, we give protocols|using such a weakly secret key|allo wing
for both the exchange of authenticated messagesand the extraction of
the key's entire amount of privacy into a shorter virtually secret key.
Our schemes, which are highly interactiv e, show the power of two-way
communication in this context: Under the given conditions, the same
objectives cannot be achieved by one-way communication only.

Keyw ords. Information-theoretic security, authentication, privacy am-
pli cation, extractors, quantum key agreemen.

1 Information-Theoretic Security and its Price

1.1 Unconditional Authen tication and Priv acy Ampli cation
with an Arbitrarily = Weak Key by Completely Insecure
Comm unication

The main advantage of information-theoreticlas opposedto computational|

cryptographic security is the fact that it can be basedon a mathematical proof
which doesnot depend on any assumption on the hardnessof certain computa-
tional tasks nor on an adversary's computing power or memory space.An im-
portant disadvantageof such unconditional security, on the other hand, is often
perceived to be its impracticality. At the origin of this belief stands Shannon's



famousresult [22] stating that the perfectly secrettransmissionof a messagever
a public channel requiresa private key of, roughly speaking, the samelength.

In the presen paper, we take a step towards making unconditional security
more practical by showing that such a private key can be generated, by com-
munication over a completely insecure channel from an arbitrarily weakly secret
key. One of the main ingredients of our protocol is a new interactive method
for unconditionally securemessageauthentication requiring only a weak secret
key aswell. No such method has previously beenknown which works when the
adversary knows more than half of the partial secret.

The problem of extracting a highly secretfrom a longer, partly compromised
key|so-called privacy ampli cation [4], [3]|has beenstudied intensively since
it is the "nal step of any information-theoretic key-agreemen protocol basedon
classicalor quantum correlations (e.g., quantum key agreemen [2]). It is a direct
consequencef our result that the assumption|usually madein the context of
privacy ampli cation|that  the communication channel is authentic can simply
be dropped: Privacy ampli cation by communication over a completely insecure
channelis possibleeven with arbitrarily weakly secretstrings, and the length of
the extractable private key is asymptotically the sameasin the caseof an au-
thenticated channel or, equivalently, an only passiwe adversary. Previous results
were pointing into another direction [14], [24], [17].

1.2 Towards Making Unconditional Securit y Practical

The main motivation for this work is to relax the conditions under which uncon-
ditional cryptographic security can be achieved. Our results should be seenin
the context of a number of more or lessrecert steps,taken by various authors,
towards making unconditionally provable security more practical by reducing
the requiremerts for achieving it. For instance, techniques and protocols have
been proposed allowing for generating provably secret keys from noisy chan-
nels[26], [6], weakly correlated classicalinformation by public [13], [3] and even
unauthenticated [15], [16], [17] communication, or from quantum channels[2];
reducing the required key size for authentication [23], [10] as well as encryp-
tion [21]; basing cryptographic tasks on keys from weak random sources[7]; or
realizing information-theoretic secrecyagainst memory-bounded yet otherwise
unlimited adversaries[12], [1], [8], to mention just a few.

1.3 Determining the Cryptographic Value of an Arbitrarily = Weak
Secret: The Power of Interaction

In the setting where two parties initially share somekey in order to adcieve
cryptographic goals,two natural quartities to be minimized are the length and
the level of privacy of this key. In this paper we addressthe question what the
cryptographic value of a sharedstring is about which the adversary has almost
completeinformation if we alsoassumeher to have perfect read and write access
to the communication channel. Our results shaw that such a key is useful both
for achieving authenticit y (Section 2) and privacy (Section 3) in this scenario.



We considerthe following model. Two parties Alice and Bob both know an
n-bit string S about which an adversary Eve has some partial information U.
We also assumeher to be able to read, modify, or delete any messagesert over
the communication channel connecting the legitimate partners. Ultimately, the
goal of Alice and Bob is the exchange of a messageM in a both authentic and
con dential way. We adhieve this in two stepswhich are described and analyzed
in detail in Sections2 and 3, respectively. First, we give an interactive protocol
that allows, using the weak secret S, for the authentication of short messages.
Second,we usethis authentication technique asa building block of a protocol for
distilling, from S, a highly secretstring S®the length of which is, roughly, the
min-entropy? of S given Eve's knowledgeU = u; this string can then be usedfor
private key cryptography, in particular encryption and messageauthentication.

We describe our resultsin moredetail. Let 0< t - 1beanarbitrary constart,
and assumethat tn is a lower bound on the min-entropy of (the n-bit string) S
from Eve'sviewpoint (i.e., conditioned on U = u). Then Protocol AUTH of Sec-
tion 2 allows for authenticating an I-bit messageM , wherel = tn=s for a security
parameter s: The probability of a successfubctive attack is of order 21 - (), The
protocol is computationally very etcient and uses£ (I) rounds of communica-
tion. Note that all previously described protocols|in teractive or one-way|for
authentication with a partially secretkey work only under the assumption that
the key is more than \half secret" [24], [17].

Protocol AUTH can be used as a building block of a protocol allowing for
distilling a short but highly secretkey S°from the initial string S, using commu-
nication over a completely insecurechannelonly. Let againtn be the min-entropy
of the sharedn-bit string S in Eve'sview. Then Protocol PA of Section 3 allows
Alice and Bob to generatea commonstring S%of length (1 o(1))tn about which
Eve only has an exponertially (in n) small amount of information. In contrast
to privacy ampli cation over an authenticated channel, privacy ampli cation
secureagainst active adversarieshas so far been known possibleonly for keys
o®ering a relatively high secrecylevel initially (at least two thirds of the key
should be unknown to the adversary), and the length of the extractable secret
was only a small fraction of the key's entropy [14], [24], [17]. It was speculated
that this might be the price which hasto be paid for the missing authenticit y
of the channel. Protocol PA shaws that this is not so: Privacy ampli cation se-
cure against active adversariesis equally powerful as against passive adversaries
with respect to the condition on the initial string as well as to the size of the
extractable secret.

Our results can alternativ ely be interpreted as realizing encryption and au-
thentication using private keys genented by weak random sources|instead  of
highly compromised keyqas studiedin [18], [7]. In [18]it wasshown that weakly
random keysfrom certain sourceswith substartial min-entropy do not allow for

3 The min-entropy H1 (X ) of arandom variable X with range X is simply the negative
logarithm of the maximal probabilit y occurring: Hi (X) := j log(maxxz2x Px (X)).
WehaveO- H; (X) - H(X) - logjXj for all random variables X . All logarithms,
here and in the rest of the paper, are binary.



information-theoretically secure(one-way) encryption; in [7], it was proven that
a weakly random key allows for (one-way) authentication only if its min-entropy
exceedshalf its length. Therefore, the results of [18] and [7] suggestthat not all
private keyswith substartial randomnessji.e., min-entropy|are usefulfor basic
cryptographic tasks. This is true, howewer, only in the one-way communication
model: Our results add to this picture by showing that if two-way communi-
cation is allowed (and perfect randomnessis available locally), then keys from
all sourceswith non-negligible min-entropy allow for both authentication and
encryption.

In [10], it hasbeenshawn that the useof interaction in authentication allows
for dramatically reducing the length of the used (private) key. Our results un-
derline the power of two-way communication, suggestedby that result, in this
context: Interaction alternatively allows for strongly relaxing the condition on
the degree of privacy of the usedkey.

2 Authen tication with an Arbitrarily Weak Key

2.1 Intuition and Building Blo cks

In standard (one-way) authentication, the messageto be authenticated is sert
together with a so-calledauthenticator, i.e., an additional string depending on
that messageand the secretkey. These methods fail as soon as the adversary
has substartial knowledge about the key (more precisely half the knowledge
in terms of min-entropy [7]) since, very roughly speaking, this knowledge could
consist of the correct authenticator for one or seweral messagesA possibleway
of overcoming this problem is to use a challenge-respnseprotocol. In [24] (see
also [17]), for instance, it was proposedthat one party, the sender sendsthe
messageas a challengg the reception of which is con rmed by the other, the
receiver, by sendingback an authenticator. In this casethe personin the middle
Evehasto nd the correct authenticator of a messagevhich is not of her choice,
even in the caseof a substitution attack. As shown in [24], [17], one advantage
of this schemeis that the authenticator can be short and thus leaksonly a small
amount of additional information about the key. On the other hand, howeer, its
security could be shawvn only under the assumptionthat the adversary knows less
than half the key; the samecondition that characterizesthe possibility of one-
way authentication [7]. The reasonis the attack where Eve usesthe receiver of
the messagasan oracleand getsthe correct responseto a challengeof her choice
(where she can make this choice adaptively after having seenthe challenge for
which shehasto generatethe correct response).ln summary, such an interactive
authentication method, where the challengeis identical with the messageto be
authenticated, may be preferableto one-way authentication in certain caseq24],
[17], but cannot, in order to resist adaptive substitution attacks, tolerate Eve to
have more knowledge about the \priv ate" key|namely roughly half of itjthan
simple one-way authentication.

In Section 2.2 we proposea new protocol solving this problem by, roughly
speaking, preventingadaptive substitution attacks completely. The main ideais to



encale the messagai®ererily: The messagebits do not determine the challenge
strings (which are just random), but rather which of them will be answeked.

Let us rst have a look at how the authenticator should depend on the
key and the message.Since we want the adversary to be able to compute the
correct authenticator to only very few messagesinlesssheknows the ertire key,
a natural way is to interpret the key as a polynomial, and let the authenticator
beits evaluation at a point determined by the challenge.(This idea was already
used in previous protocols of this type [24], [17].) Lemma 1 states that when
this function is used, then even an adversary who knows almost the ertire key
cannot correctly respond to a random challenge except with small probabilit y.
A similar result was shown in [24], [17] with respect to R&nyi entropy H».

Lemma 1. Letn, k, and a be positive integerssuchthat n = k@ holds, and let,
for x 2 f0;1g¥, f : f0;1g" ! 0;1g* bethe function f,(s) := 1, "six'. Here,

Si, X, and f,(s) are interpreted as elementsof GF (2%) with resgct to a xed

basis of GF (2¥) over GF (2). Let now S be a random variable with range S p

f0;1g" and distribution Ps such that when given x 2 f0;1g* chosenaccording

the uniform distribution, the prokability that f(S) can be guessd correctly is ®.

Then we have maxsys Ps(s) . (®j a=2¢)2 or, equivalently, ® - 2i H1 (S)=a 4

a=2k,

Proof. We can assumethat the guessingstrategy is deterministic, i.e., only de-
pendson x. For s 2 S, let ® be the number of x for which f(s) is guessed
correctly, divided by 2¢. Then we have ® = Es[®s]. The probability that fy, (S)

is guessedcorrectly simultaneously for a randomly chosenxy;:::;Xa 2 GF (2)
is lower bounded by

a 1K iﬂ# h a al *_ M al’a °® "a
Es ®&i 5 . Es &ix Es @& 5 = ® a=2* : (1)

i=0

(The secondinequality of (1) is Jensen'sinequality [9].) Therefore, there must

neously guessedcorrectly with probability at least (® a=2¥)2. On the other
hand, S is uniquely determined by thesefy, (S) sincefy(s) is a polynomial in

avalues 2 S with probability Ps(s) at least(1), and this concludesthe proof. 2

During the execution of Protocol AUTH and Protocol PA, the adversary ob-
senesa number of messageshat depend on the key and henceleak information
about it. An important argumert in the analysis of these protocols is an upper
bound on the e®ectof sudc information on the min-entropy of the key (from
the adversary's viewpoint). Roughly speaking, the min-entropy doesnot, except
with small probability, decreasemuch more than by the number of physical bits
obsened. Results similar to Lemma 2 were proven in [5], [24], [17].

Lemma 2. Let S, V, and W be discrete random variables with rangessS, V,
and W, respectively, suchthat S and V are independent, and let b, 0. Then
Probyw [H1 (SjV = viW = w) , Hy (S)i logjwji b, 1 2i°.



Proof. We have Prob [Py v (w;V) < 20 P5Wj] < 21 P (where Py jy stands for
the conditional distribution of W given V), which implies that Pgjyw (s;Vv;w) =
Psvw (S;V;W)=Pyw (V;w) = Ps(s)®Py (V) ®Pw sy (W; s;V)=(Py (V) Pw v (W;V)) -

Ps(s)=Pw v (W;V) - Ps(s) ¢jW] ¢2° holds with probability at least1j 2i ® over
V and W. The statemert now follows by maximizing over s 2 S and by taking
negative logarithms. 2

Lemma 3 nally givesa bound on the min-entropy of substringsin terms of the
min-entropy of the full string [14]. It follows from the fact that every r-bit string
s correspondsto exactly 2" ' n-bit strings s.

Lemma 3. LetS be a random variable with rangeS 2 f0;1g", and let S° be an
r-bit substring of S. Then we haveH, (S9 , Hi (S)i (nj r).

2.2 The Authen tication Proto col and its Analysis

We now give Protocol AUTH. Let s be a string of length n and k a divisor of
n. For s 2 f0;1g" and x 2 f0; 1g, let f4(s) be dened asin Lemma 1. Finally,
b= (bi;:::;b) arethe bits to be authenticated; the bits are authenticated sep-
arately, one after another.

Proto col AUTH (Authen tication)

Alice Bob
s2f0;19" , kjn s2f0;19" , kjn

fori=1;2;:::;r:

Xi 2, f0; 1g¢
Xi -
compute fy, (S)
yi 2, f0;1g¢
3 in (S)! Yi
if T, (s) is incorrect:
reject and abort
if b = 1:
compute fy, (s) (b; &), where
a =?ifh =0,

a = fy (s)if b = 1.

if fy, (s) is incorrect:
reject and abort

Let us rst discusssomeproperties of Protocol AUTH intuitiv ely. Note rst that
sincethe valuesx; andy;, which are chosenrandomly, are independert from the
messagebit by, a person-in-the-middle attack in which x; or y; is substituted
by another value is of no usefor changing a messagebit: only the fact whether



a respnse was given or not is important. If no sud responseis given by the
legitimate party, then it is, accordingto Lemma 1, in any caseditcult for the
adversary to generate one, provided the min-entropy of the key is still large
enough. This is why it is hard for the adversary to °ip a bit from 0to 1.

Since, on the other hand, an active adversary can simply delete a given re-
sponse,it is trivial to °ip a messagebit 1 into a 0. Furthermore, messagebits 0
can always be generatedtowards Bob without participation of Alice at all. We
will take care of these problems later and transform the \semi-authentication
protocol" into a complete authentication allowing for no undetected modi ca-
tions of the messageat all.

Let us, however, rst make precise what Protocol AUTH, as given above,
achieves. Lemma 4 states that the two above-mertioned types of undetected
modi cations of the messageare the only ones possible unless Eve is able to
generate a random challenge's response by herself. Note that statemert 2 in
Lemma 4 is a formalization of the fact that the string Bob receiwes can be
obtained from the string sert by Alice by changing 1sinto 0s and generating 0s
from scratch.

Lemma 4. Assumethat Alice and Bob execute Protocol AUTH in the presene
of an adversary Eve, that Alice has not alorted the protocol and has, so far, au-

and aborted, or that in his view, a protocol round has just been completd (i.e.,
that the last messagene received was a messagebit together with the authentica-
tion string if the bit was 1) and that the string sent and authenticated up to this
point is, still in Bob's view, b°= (1;:::;K0).

Then if Eve hasbeen passive, Bob has not rejected and b°= b holds. If on the
other hand Eve is active, at least one of the following three statementsis true.

1. Bob hasrejected and aborted.

2. There exists an injective monotonically increasing function g : f1;:::;jg!
f1,:::;j% suchthat for all 1 - i - j% kP = 1 implies both i 2 Im(g) and
by 1) = 1. (Note that this implies, in particular, j°, j and wy (b -

wy (b), where wy denotesthe Hamming weight.)

3. Eve has suaessfuly computed and sent f,(s) for a value z 2 f0;1g¢ that
shereceived from Alice or Bob without having received another messagen-
between. (In this case,we saythat Eve wasableto answera randomchallenge
without help.)

Proof. Assume rst that there is no active adversary; i.e., that no messagesert
hasbeenmodied or deleted. Then, clearly, Bob is accepting and b°= b holds.
Let us supposethat Eve is (potentially) an active adversary. We prove the
statement by induction over j. Let rst j = 0, i.e., Alice has not sert (nor
received) any messageAssumethat Bob is acceptingand hasreceived the string
b= (b);:::;Ks). Wehaveto shov i = Oforall 1- i - j%unlessEvewasableto
answer a challengewithout help. Assumek = 1 for somei. Then Bob's challenge
yi must have beencorrectly answered (by f, (s)) without Bob sendingany other



messagebetweensendingy; and receiving the response.Sincealso Alice has not

sert any messageso far, Eve must have generatedf y, (s) without help.
Supposenow that the statement is true for j , 0; we prove its validity for

j + 1. Assumethat a protocol round has been concludedin Bob's view, and

far in Bob's view. Just before Bob's receiving of x;j+1 (or a possibly modi ed
value xj°+1) and sending of fy, ., (s) (or of the value ijo+1 (s) that will allow
Eve to determine f, ,, (s)land since 3. is wrong she must have received suc
a message)a protocol round had been concludedin his view and the message

jo- % At that point, Alice had authenticated the string (b;;:::;h). By the
inducfci(pn hypothesis,and since 1. and 3. do not hold, there existsg : f0; 1g' !
f0;1g with the required properties. For establishingthe statemert for j + 1 (i.e.,

where equality implies b 4+1 = 1.

SinceAlice hasreceived fy, ., (s), and sincethis cannot have beengenerated
by Eve without help, Bob must have sert at least one messageafter Alice's
sending of x;j+1 . Thus, becauseBob is still accepting, we have j %> j° On the
other hand, for every value i 2 fj%+ 1;:::;j% with i® = 1, Bob must have
received fy, (s) correctly after his challengey;. Since Eve has not computed this
value without help (3. is untrue), Alice must have sert a value fyio+1 between
Bob's sending and receiving of y; and fy, (s), respectively. This implies both
Wh ((Bos1 ;i1 o0)) - 1lsince Alice has sert at most one sudh value during
what was a single protocol round in her view|and that in caseof equality, Alice
must have authenticated the bit .1 = 1 in the last step. This concludesthe
induction step and the proof. 2

Clearly, Protocol AUTH cannot be used directly for the authentication of

active adversary, easyto °ip a bit from 1 to 0 without being detected, or to
insert a 0 at any point. Secondly Eve can block all messagesen after some
point without Bob realizing that he only received part of the message(In this
case Alice, but not Bob, would realizethe attack, reject, and abort.) Finally, Bob
can be usedas an oraclefor "nding out the ertire key: Eve simply impersonates
Alice and authenticates a suxcient number of Osto Bob.

The third problem can be solved by limiting the length of the messagethis
limit L must be chosensuch that even 2L valuesf,(s) (where 2L di®eren values
for z can be chosenby Eve) do not reveal the entire key, but leave suzcient
uncertainty in terms of min-entropy to guararntee the security of the protocol.

In order to get rid of the "rst two problems, we restrict the set of possible

strictly lessthan i=2. If, given that the sert string b satis es these conditions,



Bob acceptsthe outcomé* only if the received string & is balanced, then he is
prevented from erroneouslyacceptingin caseEve performs one of the described
attacks, and b° = b must hold. Fortunately, the given restriction on the strings
to be authenticated only reducesthe e®ective messagdength insigni cantly, as
Lemma 5 shows. It follows from a well-known result on random walks (see for
example[9]), and from Stirling's formula.

Lemma 5. Letr be an eveninteger and let z(r) be the number of r-bit strings

log(z(r)) = (1i o(1))r.

Let us assumefrom now on that Protocol AUTH is usedin the way described
above: Bob rejects and aborts when given more than L challenges(where L is
an additional protocol parameter to be properly chosen), and he acceptsthe
outcome only if the received messageas balanced. We will prove that with this
modi cation, Protocol AUTH is a secureauthentication protocol.

Note that since the protocol usestwo-way communication, also Alice can
detect an active attack, reject, and abort the protocol. Unfortunately, it is not
possibleto adchieve agreemen of Alice's and Bob's acceptancestates in every
casein the presenceof an active adversary (who can, for instance, delete the
“nal messagesert). However, our protocol does achieve that whenewer Bob ac-
cepts, then so doesAlice, and Bob has received the correct string (except with
small probability). This meansthat every active attack detected by Alice is au-
tomatically alsoperceived by Bob; the nal decisionwhether the authentication
succeededs henceup to the receiwer|just asin one-way authentication.

Theorem 1 makes the security of Protocol AUTH precise. It is only due
to simplicity that the result is stated asymptotically. The protocol is useful
already for short strings. The proof of Theorem 1 explicitly showsall the involved
constarts that are neglectedin the asymptotic notation.

Theorem 1. Let S be a random variable, with range S p f0;1g", known to
Alice and Bob, and let U summarize an adversary Eve's entire knowledge atout
S. AssumeH; (SjU = u) , tn for the particular valueu 2 U known to Eve,
where0< t - 1is aconstant. Letnowk < tn=7 be of order® k = ! (logn). Then,
for somel = (1 o(1))(tn j k)=3k, Protocol AUTH can be useal to authenticate,
by communication over a completelyinsecure channel, a messagem of at most |
bits sent from Alice to Bob. More precisely, the following holds: If Eveis passie,
then Alice and Bob accept the outcome of the protocol and Bob receivesthe correct
message.If Eve is active, then, with protability 1 2i - (K), either Bob rejects
and alorts the protocol, or Alice and Bob both accept and Bob receivesthe correct
messagem.

4 We say that a party accepts the outcome of a protocol if he has not rejected and
aborted and the execution of the protocol is, or could be, nished from his point of
view.

5 Here, f = | (g) stands for f=g! 1.



Remark. Note that k can be freely chosensubject to the conditions k < tn=7
and k = ! (logn). Sincethe successrobability of an active attack is bounded
as2 - (K choosing a greater k is more secure;on the other hand, the smaller k
is, the longer can the authenticated messagebe.

Proof of Theorem 1. We ‘rst obsene that we can assumen to be a multiple of
k if we replace, at the sametime, the entropy condition by H; (SjU = u) >
tn j k> 6k. The reasonis that Alice and Bob can cut at most k j 1 bits at the
end of S, reducing the min-entropy by lessthan k accordingto Lemma 3.

Let now L be the greatest even integer such that L - (tn j k)=3k holds,
and let | := blogz(L)c= (1 o(1))(tn j k)=3k. Here, z is the function de ned
in Lemma 5; the maximum messagelength | is hence chosensud that there
exists a one-to-onemapping from f0; 1g' to the setof L-bit strings satisfying the
conditions of Lemma 5. If the length of the actual messageam to be authenticated
is shorter, then the number r of bits Iy in Protocol AUTH is smaller aswell. Let
in the following b= (by;:::;ky) be the r-bit string (wherer - L holds) which
satis”es the conditions of Lemma 5 and corresponds to the messagem.

Assumethat Alice and Bob executeProtocol AUTH with respect to the key
S, the parameter k, maximal messagdength L, and the string b. Let rst Eve
be passiwe. Then, clearly, Alice and Bob acceptthe outcome of the protocol and
Bob receivesthe correct messageas sent by Alice.

Let now Eve be a possibly active adversary. Sinceneither Alice nor Bob gen-
erate and sendresponsesfor more than L challengesduring the execution of the
protocol (L is the maximum possiblelength of the string b; if Bob, for instance, is
challengedfor more than L times, hewill concludethat there is an active attack,
reject, and abort), we have at every point in the protocol that, for any a, 0,

Probc[Hy (SjU=u;C=1c), tnj kj 2Lk 2Lla], 1j 2L.2'%  (2)

holds, where C stands for the collection of all messagesert by Alice and Bob
sofar. Inequality (2) follows from 2L -fold application of Lemma 2: At most 2L
times, Eve has obsened a string fy(s) (or fy(s)) where X and S are, given
Eve's entire knowledge at this point, independert. (It is important to seethat
the latter is true evenif x is chosenby Eve herself, depending on all her knowl-
edge.When applying Lemma 2 here, the distribution Ps in the statemert of the
lemmahasto be replacedby Psjy- . o= co, WhereU = u and C%= % summarize
this knowledge.)

Since the total number of challengesgeneratedby Alice or Bob in Proto-
col AUTH with maximal messagedength L is also upper bounded by 2L, the
probability Prob [A] of the evert A that Eve can correctly answer one of them
without help is, accordingto Lemma 1, inequality (2), and the union bound, at
most

v 1

Prob[A] - 2L 2 (i ki 2L(kea)=(n=k) 4 ”ikk + oL 8
2



for any a, O;the choicea:= (th j k)=(12L) leadsto
M )l
i Ko i k=en=k) , =K i (i k)=a2L)
Prob[A] 2 % 2 + X + 2

= O(n=k)?)¢2 - 0 = 2i- K. -

where the rst \equality" in (3) holds becauseof k < tn=7, and the secondone
sincek is of order ! (logn).

Let us assumethat A does not occur, and that Bob acceptsthe outcome
of the protocol. Let (by;:::;h), forj - r, be the bits authenticated in Alice's

and j = r (i.e., Alice has sert the entire messagealready and hence accepts
the outcome), aswell asj®= j = r and B = (f;:::;6) = (by;:::5h) =
2

3 Con den tialit y from an Arbitrarily = Weak Key

3.1 Privacy Amplication and Extractors

Privacy ampli cation meansextracting a weakly secretstring's randomnessas
seenfrom the adversary's viewpoint, and has been showvn possible under the
assumption that either the communication channel is authentic [4], [3], [5], or
that the initial key's privacy level is already high [14], [24], [25], [17]. Here, we
show that thesetwo restrictions can be dropped simultaneously.

It wasshown in [3] that]in the authentic-channel model| universal hashing
is a good technique for privacy ampli cation, allowing for extracting virtually
all the so-called R&nyi entropy into a highly secretkey. Another randomness-
extraction technique, which has attracted a lot of attention recertly in the
context of derandomization of probabilistic algorithms, are extractors, which
allow, by using only very few additional truly random bits, for extracting a
weakly random source'scomplete min-entropy. The fact that extractors can dis-
till only the min-entropylinstead of the R&nyi entropy, which is a priori up to
two times greaterlis insigni cant accordingto a recert unpublished result [11]
stating that for every distribution P, there exists a distribution P° such that
the variationq{, distance between P and P° (both with range X), de ned as
d(P;PY = ( ,, IP(X)i PAx)j)=2, is small and H; (P9 % H,(P) holds.
This meansthat universal hashingis ultimately nothing elsethan a particular
extractor|one which is, howewver, very inexcient with respect to the number of
additional randomnessrequired.

Using extractors, we show in Sections3.2 and 3.3 that privacy ampli cation
over an unauthenticated public channel can be (almost) as powerfullb oth with
respect to the conditions for the possibility in principle and to the length of the
resulting key|as over an authentic channel. When usedfor privacy ampli cation



over a public channel, extractors should be strong, meaning that the output's
distribution is close to uniform even when given the truly random bits. The
existenceof such extractors, distilling virtually all the source'smin-entropy, was
provenin [19], [20]. Theorem 2 is a direct consequencef theseresults.

Theorem 2. For integersD - n and a real numker " of order - (2i "=logn)
there existr = O(((log n)? + log(1=")) logD), m = D j 2log(1=")j O(1), and a
function E : f0;1g" £ f0;1g" ! f0;1g™ with the following property. If X is a
random variable with rangeX p f0;1g" and suchthat H; (X), D holds,and if
U, standsfor a random variable independentof X a@d with uniform distribution
over f0;1g", then we haved P (x.u,).u,): Pun.. ", where Py, ., is the
uniform distribution over f0; 1g™*".

A function E having the properties givenin Theorem 2 is called a strong (D;")-
extractor.

Lemma 6 below justi es the useof strong extractors for privacy ampli cation
(both in the passiwe- and active-adwersary cases,and with respect to our new
simpli'ed notion of security of privacy ampli cation given below): The extrac-
tor's output is, with high probability, equalto a perfectly uniformly distributed
\ideal" key independert of the random bits: The adversary has no information
at all about this ideal key.

Lemma 6. Let E be a function as in Theorem 2 with parametersn, D, r,
m, and ", let S be a random variable with H; (S) , D, andlet R = U; be the
random variable correspnding to a uniformly distributed r-bit string independent
of S. Let S%:= E(S;R). Then there exists a uniformly distributed m-bit random
variable S% which is independent of R and such that Prob[S®= S3], 1 "
holds.

Proof. For every value rg that R can take, there exists a uniformly distributed
string S (ro) with Prob[E(S;ro) 6 S (ro)] = d(Pe(ssy); Pu,) (again, Py, is
the uniform distribution over f0;1g™).
Let S be the random variablede nedgby all the Sj (o The statemert now
I . . .
follows from d Pg(s:ryR): Pun., = Er d Pg(sr):Pu, ,whichistrue since
R is uniform, and from Prob [E(S;R) 6 S%]= Er[Prob[E(S;R) 8 S (R)]]. 2

3.2 The Idea Behind Proto col PA

Given Protocol AUTH of Section 2 and the extractors described in Section 3.1,
it seemsobvious how to achieve privacy ampli cation over an unauthenticated
channel: Alice choosesthe extractor's random input bits and sendsthem, using
Protocol AUTH, to Bob. However, this solution hasa conceptualerror. Eve can,

oryi+1 by valuesx?,, andy?’, of her choiceand therefore learning fxo (S) and
fyo (S)land obtain information about S that dependson the bits Iy ; in other
words, the extractor's secondinput would in this casenot be independen of S
from Eve's viewpoint, and Theorem 2 would not apply.



On the other hand, however, the string S must be usedboth for authentica-
tion and as the input for privacy ampli cation. This dilemma can be resoled
by a two-step protocol: First, an extractor is usedto generate,from S, a short
key S° about which all the information|dep ending on the extractor bits or
not|rev ealedduring Protocol AUTH givesEve lessthan half the total informa-
tion (except with small probability). In a secondstep, the random bits actually
usedto apply privacy ampli cation on S are authenticated with the key S® The
crucial point hereis that the information Eve learnsabout S during this second
authentication is at most S sincelthe rest" of S is not usedat all. Such a two-
step approach henceallows for cortrolling the information Eve obtains during
the two authentication phases,even when sheis carrying out active attacks.

For the secondauthentication, a key|namely S9ab out which Eve knows
lessthan half (in terms of min-entropy) can be used. In this case,a simpler
and more excient method than Protocol AUTH can be applied, namely strongly
universal (SU-) hashing [23]. A result similar to Lemma 7, but with respect to
R®&nyi entropy H,, was proven in [14].

Lemma 7. Letn be an eveninteger. Assumethat Alice and Bob both know the
value taken by a random variable S with rangeS p f0;1g" and conditional min-
entropyH; (SjU = u) , n=2+R, wher U = u summarizesan adversary'sentire
knowledge alout S. Assumefurther that Alice and Bob use S to authenticate an
n=2-bit messageM , where M and S are independent, given U = u, with strongly
universal hashing, i.e., with the authenticator A = M S; + Sy, wher S; and S,
are the ‘rst and second halvesof S, and where M, S;, S,, and A are interpreted
as elementsof GF (2"°2) with respct to a xed basis of GF (2"72) over GF (2).
Then Bob always accepts and receives the correct messageif the adversary is
passive,and in geneal we havewith probability 1; 2i - (R) that Bob either rejects
or receivesthe correct messageM , evenif the adversaryhasfull control over the
communication channel.

Proof. If Eve is passiw, then, clearly, Bob accepts and receiwes the correct
messageln general, the probability of a successfulimpersonation attack is at
most the maximum probability of a subset of 2"=2 keys, i.e., at most 272 ¢
2i H1 (SjU=u) . 2i R et now (m;a) be the correctly authenticated message
obsened by Eve in a substitution attack. According to Lemma 2, applied to
the distribution Pg;jy-, this pair is with probability , 1 2 ®=2 such that
Hi (SM = m; A = a;U = u) , R=2 holds. (Note that M is independert of S,
given U = u.) Becausegenerating another correct pair (m%a9, for m°6 m, is
equivalent to guessingS and becauseof the union bound, the succesgprobability
of this attack is upper bounded by 2i R=2 + 2i R=2 = 2i (R=2i 1) 2

3.3 Asymptotically  Optimal Priv acy Ampli cation by Insecure
Comm unication

We are now ready to give Protocol PA, and to prove our secondmain result.
In the following, s is the n-bit key known to Alice and Bob about which Eve's



information U = u is limited by H; (SjU = u) , tn, wheret is an arbitrary
constart with 0< t - 1. E; and E, are suitably chosenextractors.

Proto col PA (Priv acy Ampli cation)

Alice Bob
s2 f0; 19" s2 f0; 19"
r2, f0;1gEC M AUTHgr) with
k=£( n=logn)
%= Ey(s;r) s°= Eu(s;r)

len(s?) = 1°= £ (n=logn)
s7= (s1;53)

ro2, 10;1g =2

a=siro+ s

if a is incorrect:
reject
if a is correct:
s%0= E,(s;r9 sP0= E,(s;r9
len(s® = (1i o(1))tn

In the rst protocol phase,Alice authenticates the string r with Protocol AUTH
(with parameter k).

Before stating the main result, we make a few remarks on the security
achieved by Protocol PA. Note rst that privacy ampli cation cannot be guar-
anteed to work in every caseif Eve is assumedto have full cortrol over the
communication channel; the best one can hope for is that a possibleactive at-
tack is detected.

A natural security de nition would require that, with high probability, any
party acceptingthe outcome of the protocol indeed has a highly secretkey, and
that if both parties accept,their keysareidentical. (As already mertioned in the
context of Protocol AUTH, onecannot demandfor similar acceptancedecisions
of Alice and Bob.) Our protocol achieveseven more than that: If Bob accepts,
then everything went well (in particular, Alice alsoaccepts).

The condition concerningthe privacy of the resulting key stated and proven
below is, although equivalent to, somewhatsimpler than security de nitions used
previously in this context: Instead of giving a condition on the Shannonertropy
of the resulting key, we considerprivacy ampli cation successfuif the generated
key is, except with small probability, equal to a perfectly secret ideal key. This
allows for simplifying the security proofs.

Theorem 3. Assume that Alice and Bob know an n-bit string S satisfying
Hiy (SjU = u) , tn for arbitrary 0 < t - 1, where U = u summarizes an



adversary Eve's entire knowledgealout S. Then Protocol PA allows, for suitable
choices of the parameters and the extractors E; and E», for privacy ampli ca-
tion by communication over a completelyinsecure channel, distil ling an arbitrar-
ily large fraction of the min-entropy of S, given U = u, into a virtual ly secret
string. More precisely, Protocol PA satis es the following two conditions.

1. If Eve is passiw, then Alice and Bob accept the outcome of the protocol
and end up with the same string S®of length 1°°= (1 o(1))tn with the
following property: There exists a string Si%o of the same length such that
for all possibleprotocol communications C = c, Psojc=cu=u is the uniform
distribution over the set of 1%%bit strings, and such that Prob [S®°= S%] =
1§ 2i - (0=(og M*) po|gs,

2. If Eveis active, then the probability that either Bob rejects (and Alice either
rejects as well or accepts and has computed a key S®satisfying 1.), or that

both Alice and Bob accept and that all the conditions of 1. hold, is of order
1j 2i- C A=logn)

Eve's Uncertainty: tn

S| |

EXél’ic’;l;:tor ___AUTH(R), Key S

R R" | | Leaked Information
S| S=E,(SR)

Authentication of R":
SU-Hashing, Key S'

S S"=E,(SR)

(1-o(INtn

Fig. 1. Priv acy amplication over an unauthen ticated channel with Proto-
col PA. The privacy of S is extracted in two steps. The short key S° is more than
half secretand usedfor authenticating the extractor bits for S® This secondkey is the
output of the protocol and highly secret although the information Eve obtains in the
authentication depends on the extractor bits.

Proof. Note rst that if Eve is passiw, both parties accept the outcome and
compute the samestring S% the secrecyof which, as stated in 1., follows from
the subsequeh analysis of the generalcase.

Let us hencepa§sumethat Eve is a possibly active adversary. Let " p> 0
be of order 2i £( 1=logn) = According to Theorem 2, there exist r = £( n),
k = £( n=logn), and I° = 7rk = o(n) as well as a strong extractor E
fO;1g" £ fO;1g" ! fO; 1g'0 extracting 1° bits out of S (distributed according to



Psju=u) With \error probability” ". (Note that in fact, I° could be chosenmuch
larger, namely almost tn, accordingto Theorem 2.)

The r randomly chosenbits R are now sert and authenticated using Pro-
tocol AUTH with parameter k. According to Theorem 1, the probability of a
successfulactive attack to this authentication is 2i £ () = 2i £(" n=logn)

Let S° = E1(S;R) be the extractor's output. Becauseof Lemma 6, there
exists an |%bit string Si% that is uniformly distributed conditioned on U = u,
independert of the bits R (the secondgqrt of the extractor's input), and such
that Prob[S°= S%], 1j "= 1j 2 - ( n=lgn) poids,

Let C be all the messagessert by Alice and Bob during the execution of
Protocol AUTH. Sinceewery party sendsat most | = (1 + o(1))r messagegof
length k) of the form fyo(s) or fyo(s) (and sincethe respective challengesx? and
y? are, evenif generatedby Eve, independert of S, given Eve's knowledgeabout
S at this momert), Lemma 2|applied 2l times|implies that

Hi (SYiC=cU=u), 19 2kj Ik=1%2+ - (rk) (4)

holds with probability at least 1 212i ' = 1 2i - ("=logn)  The \equality"
in (4) is true becausel® has been dened to be equal to 7rk, and becauseof
=@+ od)r.

According to Lemma 7, the successprobability of an active attack on the
secondauthentication, using strongly universal hashingwith the key S°, is hence
of order

oi - (n=logn) 4 oi - (k) 4 oi - ("Ai=logn) — i - ("A=logn) . )

(The rst term in (5) is the probability that (4) doesnot hold, the secondterm
is the attack succesgrobability if the key S% would be usedand given that (4)
holds, and the third term is the probability that the actually usedkey S° di®ers
from S%. The bound (5) then follows from the union bound.)

Let us now look at the remaining min-entropy of S, given all the communica-
tion Eve hasobsened. Note rst that the last authentication revealsinformation
about S to Evethat dependson the random bits R%sert in this step. This depen-
denceis a potential problem since R® must be chosencompletely independertly
from S given Eve's knowledgeand is, with respectto authentication with Proto-
col AUTH, the reasonfor the \t wo-step" nature of Protocol PA. However, under
the (pessimistic)assumptionthat Eve learnsthe entire key S shecannot obtain
any additional information about S, in particular no information depending on
R sincethe rest of S is not usedat all in this authentication. In other words,
if we assumeBob to announceS°to Eve after the secondauthentication (what,
of course, he does not actually have to do), then R?is independert of S given
Eve's total knowledge.

We now have that H; (SjC = ¢;S°= s®U = u) , tnj £(rk) holds with
probability 1j 2i - ('K) = 1; 2i - ("=logn) "asabove for S°. Becauseof Theorem 2,
there exists a strong extractor E, : f0;1g" £ f0; 1grO I 0 1g'°° with parameters
r. 122 = £(n=logn) (note that %2 is the possible messagelength in the
last authentication), "0 = 2i £(n=(og M*) ang |%°= tn { £(rk) i 2log(1="% =



tnj o1(n)j 02(n) = (1j o(1))tn. The extractor's output S®= E,(S;RY) satis es,
accordingto Lemma 6, the following condition. There exists an 1%%bit string S
such that Psojc=cu=u is the uniform distribution (where C is the ertire protocol
communication) and Prob[S%®= S | 1 "= 1; 2i - ("=(g M) ho|ds, The
“nal statemert now follows from the union bound. 2

4 Concluding Remarks

We have shawvn that two parties who are connectedby a communication channel
under full adversarial cortrol and who sharea key that is arbitrarily weakly secret
can not only exchange authenticated messagesbut also generate an uncondi-
tionally secretkey. The given protocols for achieving this are computationally
very excient for the legitimate parties; they require two-way communication,
wherethe number of rounds is of order O(r) for the authe&tication protocol (if r
is the length of the messageo be authenticated) and O(" n) for privacy ampli-
“cation of a weak n-bit secret.Clearly, the extracted highly secretkey can then
be usedfor all sorts of cryptographic tasks. The fact that unconditional security
can be achieved even under assumptionsas weak asthat shaws that this|most

desirable|t ype of security might be more practical than generally assumed.

It is a natural questionin this context whether such protocols can be given
which even tolerate Alice's and Bob's initial strings to di®erin a certain fraction
of the positions (and how large this fraction can be). A positive answer to that
would be usefulin the context of quantum key agreemen, for instance, sincethe
usually-made assumption that the classicalchannellused for the processingof
the raw keylis authenticated, or that Alice and Bob share a short secretkey
already initially , could be dropped.
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