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Abstract. A simple and excient shuzing sdcheme containing two pro-
tocols is proposed. Firstly , a protot ype, Proto col-1 is designed, which is
based on the assumption that the shuzing party cannot nd a linear
relation of the shu2ed messagesn polynomial time. As application of
Proto col-1 is limited, it is then optimised to Proto col-2, which does not
needthe assumption. Both proto cols are simpler and more excient than
any other shu?ing sdcheme with unlimited permutation. Moreover, they
achieve provable correctnessand ZK privacy.
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1 Intro duction

Shuzing is a very important cryptographic primitiv e. In a shuzing, a party
re-encrypts and shu2es a number of input ciphertexts to the samenumber of
output ciphertexts and publicly proves the validity of his operation. Its most
important application is to build up anonymous channelsusedin e-wting [13],
anornymous email [4] and anonymous browsing [7] etc. It is also employed in
other cryptographic applications like multipart y computation [17] and electronic
auction [18]. Two properties must be satis ed in a shuzing. The “rst property is
correctness,which requiresthe shuzing party's validity proof to guarantee that
the plaintexts of the outputs are a permutation of the plaintexts of the inputs.
The secondproperty is privacy, which requiresthe validity proof of the shu2ing
to be zero knowledge.

Recerily, sewral shuzing scemes[1,2,6,13,8,19,15] have been proposed.
Among them, [2] is a slight modi cation of [1]; [15]is a Paillier-encryption-based
version of [6]; a similar idea is usedin [13] and [8]. Except [19], all of them
employ complicated proof techniquesto prove correctnessof the shuzing. The
shuzing in [1] and [2] employs a large and complex shu2ing circuit; [6] and
[15] explicitly deal with a n £ n matrix (n is the number of inputs); [13] and
[8] employ proof of equality of product of exponerts. Complexity of the proof
causesse\eral drawbadks. Firstly, correctnessof the shuzing is not always strict.
More precisely in [8], if an input is shu2ed to its minus (g9 = j 1mod 2q+ 1



whereq and 2q+ 1 are primes and the order of g modulo 2q+ 1 is 2q), the proof
can be acceptedwith a probability no smaller than 0.5. Secondly somedetails
of the proof (for example,the e+ciency optimisation mecdanism in [8]) are too
complexto be easily understood or strictly analysed. Thirdly, the proofsin [6],
[13] and [15] are not honest-\eri er zero knowledge as pointed out in [10], [15]
and [14]. So their privacy cannot be strictly and formally guaranteed. Finally,
the proof is inexcient in all of them except [19]. Especially, the computational
costin [1] and [2] are linear in nlogn while [13] and [8] need sewen rounds of
communication.

Although [19]is simple and very excient, it hastwo drawbadks. Firstly, only
a fraction of all the possible permutations are permitted. Secondly it needsan
assumption called linear ignorance assumptionin this paper.

De nition 1 Let D() be the decryption function for an encryption schemewith
plaintext space f0;1;:::;qi 1g. Supmse an adversary A is given a set of n

all zemw, such that in:l IiD(¢) = O0mod g: The linear ignorance assumption
states that there is no excient adversary that can suaeed with non-negligible
probability.

In [19], linear ignorance assumption is used against the shuzing party, who re-
ceivessomeciphertext to shu2e and acts asthe adversary. It is assumedin [19]
that given the ciphertexts to shu?e, the probability that the shu?ing party can
exciently "'nd alinear relation about the messagegncrypted in them is negligi-
ble. When the encryption schemeis semariically secureand the distribution of

the shu2ing party, this assumption fails.

In this paper, two correct and private shuzing protocols, denoted as
Protocol-1 and Protocol-2, are proposed.Protocol-1is a prototype and needsthe
linear ignorance assumption against the shu2ing party. Sothe shuzing party's
knowledge of the shu2ed messagess strictly limited in Protocol-1. Therefore,
Protocol-1is not suitable for applications like e-voting, wherethe shu?ing party
(tallier) may get someinformation about the shu2ed messagedrom somemes-
sage providers (colluding voters). Protocol-2 is an optimization of Protocol-1.
It requires slightly more computation than Protocol-1, but concretely realises
linear ignorance of the shuzing party in regard to the ciphertexts to shuze.
Namely, in Protocol-2, linear ignorance of the shuzing party in regard to the
ciphertexts is not an assumptionbut a provable fact, which is an advantage over
[19] and Protocol-1. As a result, Protocol-2 does not needthe linear ignorance
assumption, sois suitable for a much wider range of applications than Protocol-
1. Both the new shu2ing protocols are honest-\eri er zero knowledgeand more
excient than [1,2,6,13,8,15]. Moreover, neither of them limits the permutation,
which is an advantage over [19].



2 The Shuing Proto col

Let n bethe number of inputs. An additive homomorphic sematrtically-secure en-
cryption schemé like Paillier encryption [16] is employed where E (m; r) stands
for encryption of messagem using random integer r, RE(c;r) stands for re-
encryption of ciphertext ¢ using random integer r and D(c) stands for decryp-
tion of ciphertext c. Additiv e homomorphism of the encryption schemeimplies
RE(c;r) = cE(O;r). Let g be the modulus of the messagespace,which has no
small factor. Any computation in any matrix or vector is modulo qin this paper.
In encryption or re-encryption the random factor r is chosenfrom a set Q de-
pendert on the encryption algorithm. jmj standsfor the bit length of an integer
m. L is a security parameter, such that 2" is no larger than the smallest factor
of g.

M © stands for the transpose matrix of a matrix M. A matrix is called a
permutation matrix if there is exactly one 1 in every row and exactly one 1 in
every column in this matrix while the other elemerns in this matrix are zeros.

the computational cost of an exponertiation computation with a x bit expo-
nernt. In this paper, it is assumedthat ExpCost(x) equals1:5x multiplications.
ExpCost"(x) standsthe computational cost of the product of n exponertiations
with x-bit exponerts. Bellare et al. [3] shawved that ExpCost"(x) is no more
than n + 0:5nx multiplications.

In a shuzing, ciphertexts c;;Cy;:::;Cy encrypting messagesny; my;:::;my
are sert to a shuzing party, who shu2es the ciphertexts into c9;cJ;:::;c8
and has to prove that D(c9);D(c3);:::;D(c®) is a permutation of
D(cy);D(cp);:::;D(cy). Batch veri cation techniquesin [17] indicate that if

X
siD(G) = sy;)D(c) mod g 1)
i=1 i=1
can be satis ed with a non-negligible probability where s;;s;;:::;s, are ran-

domly chosenand %) is a permutation, the shu?ing is correct and D(cf) =
D(cyiy) fori = 1;2;:::;n. Howewer, direct veri cation of Equation (1) requires
knowledge of ¥{). To protect privacy of the shuzing, ¥{) must not appear in
the veri cation. Groth's shuzing sceme [8] shaws that to prove Equation (1)
without revealing ¥{) is complicated and inexcient. In the new shuzing sceme
a much simpler method is employed. Firstly, it is proved that the shu2ing party

X
siD(G) = tD(c)) mod g e
i=1 i=1

1 An encryption algorithm with encryption function E() is additiv e homomorphic if
E(m1)E(mz) = E(m1+ my) for any messagesn; and my. An encryption algorithm
is semartically-secure if given a ciphertext ¢ and two messagesni and m3, such that
c= E(mj) wherei = 1 or 2, there is no polynomial algorithm to "nd out i.



enough to guarantee validity of the shu2ing. Actually, Equation (2) only
implies that under the linear ignorance assumption against the shu2ing
party there exists a matrix M sud that (D(c§);D(c3);:::;D(c8)) ¢M =

(D(c1);D(cp);:::;D(cr)). As M need not be a permutation matrix, this
proof only guarantees that D(c1);D(cy);:::;D(c,) is a linear combination
of D(c?);D(c));:::;D(cY) under the linear ignorance assumption against the

shuzing party. However, repeating this proof in a non-linear manner can
guararntee M is a permutation matrix under the linear ignorance assumption
against the shuzing party. In Protocol-1, given random integerss; and s? from
f0;1;:::;2% 1gfori = 1;2;:::n, the shu2ing party hasto provethat he knows
secretintegerst; and ti° from Zq for i = 1;2;:::n, sudh that

X xX
siD(c)=  t;D(c) mod g
i=1 i=1
sD(c) =  t’D(c) mod q
i=1 i=1
sisD(c) = t;t!D(c)) mod q
i=1 i=1

Note that s; si0 and titiO in the third equation breaks the linear relation among
the three equations.Under the linear ignoranceassumption against the shuzing
party, the three equations above can guarantee correctnessof the shuzing with
an overwhelmingly large probability. In Protocol-2, every input to be shu2ed
is randomly distributed into two inputs, ead in one of two input sets. Then
the two sets of inputs are shu2ed separately using the same permutation. As
the distribution is random, the input messagesn both shuzings are random
and are unknown even to the original messageproviders. So it is impossible
for the shu2ing party to nd any linear relation of the input messagesn either
shuzing asthe employed encryption algorithm is semartically secure.As the two
shu2ings are identical, their outputs can be combined to be the nal shu2ed
outputs.

2.1 Proto col-1

In Protocol-1, it is assumedthat the shu2ing party cannot nd alinear relation

1. The shuging party randomly chooses{), a permutation of f1;2;:::;ng,
and integersr; from Q for i = 1;2;:::n. He then outputs ¢ = RE (Cyyiy: ri)
for i = 1;2;:::n while concealing¥).

2. A verier randomly choosesand publishes s; from f0;1;:::;2% j 1g for
i = 1;2;:::n. The shuging party choosesriofrom Qfori=12:::nand



publishes c®= c¢¥' E(0;r?) for i = 1;2;:::n wheret; = sy;). The shu?ing
party publlshesZK proof

ZP (t;;r%j = 'E(©0;r9)) fori= 1;2;:::n (3)

and

Y e Y
ZP (risti;rlfori=1,2::nj & (EQO;r)VE@©;rd = ) (4)
i=1 =1 i=1
3. The verier randomly choosesand publishes s° from f0;1;:::;2%  1g for
i = 1,2;:::n. The shu?ing party setst? = %) fori = 1;2;:::n and
publishes ZK proof

Yoy o Y
ZP (ristisr2tPfori= 1,2:inj ¢ (EQri) = 5
i=1 =1 i=1
Y oY 10 0 Y 0
¢ (E@r)NE@)T = ) 6)

i=1 i=1 i=1

If the shuzing party Ig)s honest and selgst. = Sy and t0 _psl/ll)' he can

par?s the veri catl(gp as [ tiD(¢) = =1 31/4|)D(cl/(|)) P, y 1 SiD(c);
PI =1 ID(CIO) i lsl/p)D(Cl/‘(')) i= 1SD(CI) and i= 1“D(QO)
i1 51/4,)51/(|)D(cy(.)) 1 sis’D (). Theorem 1 shows that if the shu?ing

party can passthe veri cation Wlth a non-negligible probability, his shuzing is
correct.

Theorem 1. If the veri er chaoseshis challengess; and s? randomly and the
shuzing party in Protocol-l can provide ZK proofs (3), (4) and (5) with a prob-
ability Iarger than 2i b, there exists a n £ n permutation matrix M such that
(m%;mg;::;mhM = (ml,mz;:::' n) under the linear ignorance assumption
against the shuzing party.

To prove Theorem 1, the following lemmasare proved rst.

Lemma 1. If givenrandomintegerss; fromf0;1;:::;2%j 1gfori = 1;2;:::;

a party can nd in polynomlal time mteggst. from z |£pr i=12:::;n W|th
a prokability larger than 2i b, suchthat _, ssm; = . . tim? mod g, then
he can nd in polynomial time a matrix M such that (ml,mz;:::' mo)M =
(mg;mz;iii mp).

Proof: Given any integer k in f1;2;:::;ng there must exist integers
S1;S2; 11158k 1;Sk+15::5;Sn In FO; 1510z ;25 | 1g and two di®eren integers sy
and & in f0;1;:::;2% | 1g such that g|ven S1;S2;::::8y, and $, the party can
“nd in polynomial time t; and f} from Zqfori = 1;2;:::;n to satisfy the follow-
ing two equations.

sim; = t;m?mod q (6)



X
( simj)&mg smi = fim’mod g (7)
i=1 i= kel i=1

Otherwisg, for any s;; Spy i3Sk 15Sk+1 ;11 Sn there is at most one s to satisfy
equation _; ssm; = 1, ttm®mod g. This deduction implies that amongthe
2"t possiblecombinations of $9:S2;111;Sn, fpe party can nd in polynomial time
tifori=12:::;ntosatisfy [, ssmi =, tim®mod qfor at most 2("i Dt
combinations. This conclusionleadsto a cortradiction: givenrandom integerss;
from f0;1;:::;2 § 1gfori =dsZ:n thg,party can nd in polynomial time
tifori=12:::;ntosatisfy [, sm =, timdmod qwith a probability
no larger than 2 &,
Subtracting (7) from (6) yields

xXo
(ski &)me= (ti f)mPmodq
i=1

Note that s, 2 fO;1;:::;28 § 1g, & 2 fO;1;:::;28 § 1g, s« 6 $ and
2L is no larger than the smallest factor of q. So sy i & 6 Omodq.
Namely, given a non-zero integer sy i %, the party can nd in poly-
mial time t; j f§ for i = 1;2:::;n such that (sx | &)mx =
Lo i f)mPmodg. So, for any k in f1;2;:::;ng the party knows a
vector Vie = ((tzi f1)=(sci &) (tz2i f2)=(sci &); o5 (tni fh)=(sci &) )°

such that my = (m$; m3;:::; m8)Vk. Therefore, the party can nd in polynomial
time a matrix M suc that (mg;my;:::;my) = (M$;mJ;:::;m%)M where
M = (V1;Vo;:::0Vh) 2

suchthat (m$;m9;:::;m%)M = (my;my;:::;m,) where (mg;m,;:::;m,) and
(m?;m9;:::;m%) are two vectors, then he can 'nd in polynomial time a linear
relation alout my;ms;:::;mp

As M s singular and the party can 'nd in polynomiqg time M, hecan nd in
polynomial time integersly;l,;:::;1, and k suc that in:1 iVi = (0;0;:::;0)

X X X

mi = im9;m3; i m)V = (md;mY; i m® Vi =0
i=1 i=1 i=1
Ejamely, the party can nd in polynomial time |Iy;l;:::;1, to satisfy
", limi = Owherel- k- nandl, 6 0mod q. 2

Lemma 3. If a party can nd a n £ n non-singular matrix M and inte-
gers I3;l2;:::;1, and k in polynomial time such that (m$;m3;:::;m%) =



P
(mg;my;:ii;mp)M, ,lim=10,1- k- nandlc 6 0modq where

(mg;my;::i;my) and(ml,mz;:::' m?) are two vectors, then hecan nd a linear
relation about my; my;:::;my in polynomial time.
P
Proof: As (m$;m3;:::;m3) = (my;mp;:::;my)M and [, IimP= 0,
X
li(mgy;mg;:ii;mp)Vi = 0 whereM = (Vi; Vo005 Vh)
i=1
So
X
(myymz;iiimy)  iVi=0
i=1

P
Note that ?:1 liVi 6 (0;0;:::;0) as M is non-singular, 1 - k - n
and Iy 6 Omod g Therefore, the party can nd a linear relation about

mj; My;:::;my in polynomial time. 2
Lemma 4. If given random integers s; from f0;1;:::;2% § 1g for i =
1,2;:::;n, a party can nd a n £ n non-singular matrix M and integers t;
from Zq fori = 1; 21N in ponnop,naI time such that (my;mo;:::;my,) =
(mo,mz;:::' 0)M and ,”1 sim; = tm mod g where (mg; my;:::;my)
and (m$;m3;:::;m?) are two vectors, then (sl S2; i Sn)M o= (tgtoriintn)
under the linear ignorance assumption against the shuzing party.
Proof:
(Mi;mg;iiiimy) = (MEm3; s mp)M
implies
_(m11m2;””m )\/I f0r|—12 .....
whereM = (V1;Vo;:::;Vy)
So
X X
sim; = tim?mod g
i=1 i=1
implies

1
8]
X to
(m;mJ;::;m 0)( 5|V||% §) 8
1
tn



As M is non-singular,

(m;m3;:iiiml) = (myimg;iiymy )Mt
So
0 1 o0 1
1 0
X t2 0
SiVii % . g = %%
i=1 : :
th 0
otherwise according to Lemma 3 the party can nd a linear relation about
my;my;:::;my in polynomial time, which is contradictory to the linear igno-
rance assumption against the shuzing party. So

0O 1 0
S1 1

1
8] t
X to So to
ssVi=B . C andthusM®B. ¢ =B .
o : : :
tn Sn tn

Namely,

P
Lemma 5. If ,”1 yisi = 0mod g with a probability larger than 21 - for ran-
dom integers s;;S,;:::;8, from f0;1;2;:::;25 § 1g, theny; = Omod q for
i=1,2:::;n

Proof: Given any integer k in f1;2;:::;ng, there must exist integers
S1;S2;1115Sk; 1,Sk+1;::558n in f0;L;:::;2 | 1g and two di®erent integers sy
and & in f0;1;:::;2" j 1g sud that the following two equations are correct.

X
yisi = Omod q 9)
i=1

K L X
( Vyisi)+ s+ yisi = 0mod q (10)

i=1 i=k+1

Otherwise, fobany S1;S2;:11;Sk; 1;Sk+1 ;3 Sn there is at most one s¢ to sat-

isfy equation ,_, yis; = Omod g. This deduclgon implies among the 2"~ pos-

sible combinations of s;;8;:::;sn, equation _, yis; = 0mod q is correct

for at most 2("i YL combinations. This conclusion leads to a cortradiction:

g.wen random integerss; from f0;1;:::;2% j 1gfori = 1;2;:::; n equation
iz1 ¥iSi = 0mod g is correct with a probablhty no larger than 2l



Subtracting (10) from (9) yields
Yk(sk i ) = 0mod q

Note that GCD(sk i %&:q) = 1 as 2 is no larger than the smallest fac-
tor of g, sk 6 & and s¢,8 are L-bit integers. So, yx = 0mod g. Note that
k canbeany integerin f1;2;:::;ng. Thereforey; = Omod qfori = 1;2;:::;n. 2

Proof of Theorem 1:

According to additive homomorphismof the employed encryption algorithm, ZK
proofs (3), (4) and (5) guarantee that the shuzing party can nd integerst; and
tdfori = 1;2;:::;n to satisfy

X0 X0
sim; = t;m®mod q (12)

i=1 i=1
'mi = t°mPmod g (12)

i=1 i=1

xX

sis’m; = t;t°m® mod q (13)

i=1 i=1

wherem? = D(c®) and s; and s? for i = 1;2;:::;n are randomly chosenby the
veri er.
According to Lemma 1, the shu2ing party knows a matrix M suc that

Omd;::;mOM = (my;my;iii;my) (14)

According to Lemma 2, M is non-singular under the linear ignorance as-
sumption against the shu2ing party.

According to Lemma 4, Equations (14) together with Equations (11), (12)
and (13) implies

(s1;82;::sn)M = (tyto;iiity) (15)
(8289 .M = (12:19;::::19) (16)
(5187;5280; 11550 SOIM = (14t t19; 11510 t0) 17)

under the linear ignorance assumption against the shuzing party.
Equation (15), Equation (16) and Equation (17) respectively imply

(s1:82;01058n)V1 = 1y (18)
(s2;8;:::: 8%y = 19 (19)
(5187;8289; 5SSOV = 49 (20)

(82;8;::1;82)Vi(sy;s;i it 8n) Vi = 1419 (21)



Equation (20) and Equation (21) imply

So

0 1
V1;181

V1:n Sn
0 1
Vi

V12
whereV; =
Vl;n

under the linear ignorance assumption against the shuzing party.

Note that s$;s3;:::;s2 are randomly chosenby the veri er. Soaccordingto
Lemma 5,
0 1
V1,181
V1,252
Vi(S1;S2;::0;80)Vh = :
Vl;n Sn

under the linear ignorance assumption against the shuzing party. So

under the linear ignorance assumption against the shuzing party. Namely,
S1Va:1 + SpVip + 1l + SpVin = S mod g

and thus

S1V1;1+ SaVio+ 11+ Sk 1Vik; 1+ (Ski L)Vik + Sk+1 Vik+1 + 11+ SqVen = Omod g

under the linear ignorance assumption against the shuzing party.

Lemmab, vi;1 = Vip = 111 = Vik; 1= Viker = 100 = Vip = Oand vy = 1
under the linear ignorance assumption against the shuzing party. Namely, V;
contains one 1 and nj 1 Osunder the linear ignorance assumption against the
shuzing party.



For the samereason,V; contains onelandni 10sfori = 2;3;:::;n under
the linear ignorance assumption against the shuing party. Note that M is
non-singular. Therefore, M is a permutation matrix under the linear ignorance
assumption against the shuzing party. 2

In someapplications of shuzing like[17],only semariically encrypted cipher-

in polynomial time) is satis ed. Therefore, the shu2ing by Protocol-1 is correct
in theseapplications accordingto Theorem 1.

2.2 Proto col-2

In Protocol-1, the linear ignorance assumption is necessary That means
Protocol-1 cannot guarartee correctnessof the shuzing if someonewith knowl-
edge of any shu2ed messagecolludes with the shuzing party. For example,
when the shu2ing is usedto shu2e the votesin e-woting, somevoters may col-
lude with the shuing party and reveal their votes. Then the shuzing party can
tamper with somevotes without being detected. So Protocol-1 is upgraded to
Protocol-2, which can guarartee the linear ignoranceand thus correctnessof the
shuzing without any assumption. The upgrade is simple. The input ciphertexts

1. The shuzing party calculatesd; = h(g) fori = 1;2;:::;n whereh() is a
random oracle query implemented by a hash function from the ciphertext
spaceof the employed encryption algorithm to the same ciphertext space.
Thus two groups of ciphertexts d; for i = 1;2;:::;n and ¢ = ¢=d for
i = 1;2;:::;n are obtained.

2. The shuging party randomly chooses{), a permutation of f0;1;:::;ng
and integersr; and u; from Q for i = 1;2;:::n. He then outputs d° =
RE (dyiy;ri) and e’ = RE (eyi);u;) for i = 1;2;:::n while concealing¥%().

3. The verier randomly choosesand publishess; from f0;1;:::;2" | 1g for
i = 1;2;:::n. The shuzing party choosesr? from Q for i = 1;2;:::n and
publishes d= d¥ E(0;r0) for i = 1;2;:::n wheret; = Sy;). The shuzing
party publishesZK proof

ZP (t;;r%j d®= d® E(©0;r?)) fori=1;2;:::n (22)
and

ZP (ri;ui;ti;riofori: 1,200



Y N
& (EQr)"E@©O;r) = d% (23)

i=1 i=1 i=1

¥ Y
e (EQu)t =€)
i=1 i=1 i=1

4. The veri er randomly choosesand publishes s? from f0;1;:::;2" | 1g for
i = 1;2;:::n. The shuiging party setst? = sﬁ}(i) fori = 1;2;:::n and
publishes ZK proof

Yy oow Y,
ZP (ristir%tfori= 1;2:nj A (E(O;r)t = dd
=1 =1 i=1
Yoss Y £ 10 w_ Y ool
d'"  (EQ@r)EQ@ )Y = dV) (24)
i=1 i=1 i=1

5. If the proofs above are veri ed to be valid, the outputs of the shuzing are
= d% fori = 1;2;:::n.

Just like in Protocol-1, if the shuzing party is honestand setst; = sy;) and
t? = s}, he can passthe verication in Protocol-2. Theorem 2 shaws that if
the shuzing party can passthe veri cation in Protocol-2 with a non-negligible
probability, his shuzing is correct evenwithout the linear ignoranceassumption.

Theorem 2. If the verier chooses his challengess; and s randomly and
the shu2ing party in Protocol-2 can provide ZK proofs (22), (23) and
(24) with a prokability larger than 2i -, then there is an identical per-

D(e1);D(e);:::;D(€,) to D(e9); D(€9);:::;D ().
Proof: According to additive homomorphism of the employed encryption, ZK

proofs (22), (23) and (24) guararntee that the shuzing party can nd integerst;
and t? fori = 1;2;:::;n to satisfy

X X
siD(d) = t;D(d% mod q (25)

i=1 i=1
ssD(e) = tD(e)) mod q (26)

i=1 i=1
sD(d) = tD(d% mod q (27)

i=1 i=1

X

sisD(di) = t;t°D(d% mod g (28)

i=1 i=1

wheres; and s? for i = 1;2;:::;n are randomly chosenby the verier.



is regarded as a random oracle. So to nd a linear relation about
D(dy); D(dz);:::;D(dy) is equivalert to repeatedly querying a random oracle
for a vector of n random ciphertexts and then "'nding a linear relation on the
plaintexts corrresponding to one of these vectors. This is infeasible as the em-
ployed encryption algorithm is semartically secure.Sothe probability that the

According to Theorem 1, Equations (25), (27) and (28) imply that there
exists a permutation matrix M sud that

(D(dD);D(d3);:::;D(dR))M = (D(dh); D(da);:::;D(dh))
Soaccordingto Lemma 4,
(s1;82;:058n)M = (tytp;1i00tn) (29)

According to Lemma 1 and Lemma 4, Equation (26) implies that there exists
amatrix M sud that

(D(e));D(eD);:::;D(2))M = (D(er); D(e2);:::;D(en))
and

(si;s2;it;8n)M = (it i05tn) (30)

According to Lemma 5, every column vector in matrix M ; M contains

n zeros. So M = M. Therefore there is an identical permutation (ma-
trix) from D(d;);D(dp);:::;D(dy) to D(d9);D(d?);:::;D(d?) and from
D(e1);D(e);:::;D(ey) to D(€9);D(€));:::; D (D). 2

According to Theorem 2, D(d;)D(e1);D(d2)D(e);:::;D(dn)D(en)
is permuted to D(d9)D(ed);D(d3)D(ed);:::;D(d)D(e?).  Namely,
D(c});D(c);:::;D(c?) is a permutation of D(ci);D(c);:::;D(c,) even
in the absenceof the linear ignorance assumption.

3 Implemen tation and Cost

The additive homomorphic semartically secureencryption employedin Protocol-
1 may be the modi ed ElGamal encryption [11,12] or Paillier encryption [16].
The implementation details and computational cost are slightly di®eren with
di®erent encryption schemes.For example, the following Paillier encryption al-
gorithm can be employed. N = pipy, p1 = 2p2 + 1, p, = 2p3 + 1 where py, p,



p? and pS are large primes and GCD (N; p{p9) = 1. Integersa, b are randomly
chosenfrom Z§ and g = (1+ N)2+ b mod N. The public key consistsof N
and g. The private key is ~pIpd where ™ is randomly chosenfrom Z}, . A message
m 2 Zy is encrypted to ¢ = g"rN mod N2 where r is randomly chosenfrom
Zy - The modulus of the messagespaceis N . If Paillier encryption is employed,
Protocol-1 can be implemented as follows.

1.

2.

The shuzing party randomly choosesintegersr; from Zy fori = 1;2;:::n.
He then outputs ¢ = cyiyrN mod N2 for i = 1;2;:::n.

After the verier publishess; from f0;1;:::;2% ; 1g for i = 1;2;:::n,
the shuzing party choosesr? from z§ for i = 1;2;:::n and publishes

= &' r% mod N2 for i = 1;2;:::n wheret; = Sy;). The shuzing party
publishes ZK proof

ZP (t;;r%) = % r® modN?2) fori=1;2;:::n (31)
and

ZP (RyjRY = C; modN2) (32)
Qn 0Qn

whereR; = Qin:l rir®modN2andCy= ~, &~ ¢ mod N2

. After the veri er publishess? from f0;1;:::;2% j 1gfori = 1,2;:::n, the

shuzing party setst’= s0 .. for i = 1;2;:::n and publishes ZK proof

0!
.R.-10 T N Qn o 2.
ZP (Ra;Ratifori=1,2,:::nj CoRY = ;¢ mod N~,

CsRY = Qinzl O mod N2 ) 33)
Qn t? Qn
ri

40 0
where R, = I, rimodN2 Rz = ~/ r'"r% modN2 C, =
n SiO 2 —_ n SiSi0 2
iz G modN<andCz= ~;_; ¢ modN-=.

Non-interactive implementation of ZK proof (31), (32) and (33) can be im-

plemerted as follows.

1.

The shu?ing party randomly choosesW, 2 Zy, W, 2 Zy, W3 2 Zy,

vi 2 Zy fori = 1;2;:::;n, vi°2 Zy fori = 1,2;::;nand x; 2 Zy for

i = 1;2;:::;n. He calculates a; = c(’i"xi'\I mod N2 forj = 1;2;:::;n, f =
0 0

WN modN2,a= (T, &&)=W} modN2andb= (", (c®®)=W} mod

N 2.

random oracle query implemented by a hashfunction with a 128-bit output.

. The shu?ing party calculatesz; = W1R$ mod N2, z, = W,=RS$ mod N2,

zz3 = W3=R§mod N2, & = xirfmodN?2 for i = 1;2;:::;n, ° = v; +
ctt mod N fori= 1;2:::;nand°%= ct®; v®mod N fori= 1;2;:::;n.
::2;°% Anyonecanveri'y that

Q 00 Q 0
c= H(Z\=Cf; Cs=(z) ~ 7., <J"); Ccs=(bd “ 1, 9

i@ =% fori=1;2:::;n) (34)



This implementation is a combination of ZK proof of knowledge of logarithm
[20], ZzK proof of equality of logarithms [5] and ZK proof of knowledge of
root [9]. All the three proof techniques are correct and specially sound, so this
implementation guarantees Equations (3), (4) and (5). All of the three proof
technigues are honest-weri er zero knowledge. So if the hash function can be
regarded as a random oracle query, this implementation is zero knowledge.
Therefore, ZK privacy is achieved in Protocol-1. In this implementation, the
computational cost of shuzing is n full length exponertiations?; the cost of
proof is 3nE xpCost(jNj) + 2ExpCost" (jNj) + nExpCost(L) + 3ExpCost" (L) +
ExpCost"(2L) + (n + 3)ExpCost(128) + 3, which is approximately equal to
11n=3+ 8nL=(3jNj) + 128(n + 3)=jNj + 3 full length exponertiations.

ZK proofs (22), (23) and (24) in Protocol-2 can be implemented similarly.
When Palillier encryption is employed, the computational cost of shu2ing is 2n
full length exponertiations; the cost of proof is approximately equalto 11In=3+
1InL=(3jNj)+ 128(n+ 4)5N j+ 3 full length exponertiations. It is well known [11,
12]that ElGamal encryption canbe modi ed to be additive homomorphic. If the
additional DL seart in the decryption function causedby the modi cation is
not an exciency concern(e.g. when the messagesre in a known small set), the
modi ed ElGamal encryption can also be applied to our shuing. An ElGamal-
basedshuzing only usesZK proof of knowledgeof logarithm [20]and ZK proof of
equality of logarithms [5]. Note that in the EIGamal-basedshuzing ead output
ciphertext must be veri ed to be in the ciphertext space.When a prime p is the
multiplication modulus, the ciphertext spaceis the cyclic subgroup G with order
qwhereqisaprime and p = 2g+ 1. If anoutput isin Z7 i G, Proofs(3), (4), (5)
cannot guarartee correctnessof the shu?ing. The implementation and cost of
the ElGamal-based shuzing are similar to those of Paillier-based shuzing in
both Protocol-1 and Protocol-2.

In summary, both protocolscanbeezciently implemented with either Paillier
encryption or ElGamal encryption to achieve correctnessand privacy in the
shuzing.

4 Conclusion

Two new shuzing protocols are proposedin this paper. The rst protocol is a
prototype and basedon an assumption. The secondoneremovesthe assumption
and can be applied to more applications. Both protocolsare simple and excient,
and achieve all the desired properties of shuzing. In Tables1, the new shuzing
protocolsbasedon Paillier encryption are comparedagainstthe existing shuzing
protocols. It is demonstrated in Table 1 that Protocol-2 is the only shuzing
schemewith strict correctness,unlimited permutation, ZK privacy and without
the linear ignorance assumption. In Table 1 the computational cost is counted
in terms of full-length exponertiations (with 1024-bit exponert) whereL = 20.

2 An exponertiation is called full length if the exponent can be as long as the order
of the base.



Table 1. Comparison of computation cost in full-length exponertiations

Correctness Perm utation Priv acy Linear ignor- Computation cost Comm unication
-ance assumption (sh uffing and pro of) Rounds
1, 2] strict unlimited ZK unnecessary , 16(nlogoni 2n+ 2) 3
[6, 15] strict unlimited not ZK unnecessary 10n 3
[13] strict unlimited not ZK unnecessary 12n 7
8] a not strict unlimited ZK unnecessary 8n + 3n=- + 3 7
[19] b strict limited ZK necessary 2n + k(dk i 2 3
Proto col-1 strict unlimited ZK necessary n + %n + % < 5n 3
Proto  col-2 strict unlimited ZK unnecessary 2n + %n + 3:5 % 6n 3

2 . is a chosen parameter.

® k is a small parameter determined by the °exibilit y of permutation and strength of
privacy.

It is demonstrated that the new shuzing protocols are more e+cient than the
existing shuzing sdemesexcept [19], which is not a complete shuzing.
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