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Ñ .DA15 <3Ò ER2KÓ>Ô65RAbÕ < AD5 < ,Ä2 Ò Ó�09A¸. < ,/.dERJ < ÕDÕµ0fÖ
ÕD5CERAD5R.µ×35CØ�E�A1Ø/Ó6.D09ÕDØ;Õ_.15 Ò ÕCÙ9Ú-,>JK24×35HÛ6J40TEb×E�24Ó6Ô65RAbÕ	Ü%Ô>24EbÔ�ÝT245RÜÞ.1Ô65µÓ6J < 24,/.D5R:/. < Õ
Û6J40TEb×;Õ$0fÖ6Û62K.1Õdß¿._ØTÓ62FE < JKJ4Ø 64
Û62K.1Õ$Ö�03A$.DÔ65*à¶á Ñ 03A
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Û62K.1Õ�Ö�03A�.1Ô65-+-á Ñ>âxã Õ¸.DA15 <3Ò E�24Ó6Ô65RAbÕ�Ô < ,>=;J45d5 < EbÔ'Û62a.¼03Ö�Ó6J < 24,/.D5R:/.�ÕD5RÓ < A < .D5RJ4Ø3Ùlä <låÕ¸2FE < JKJ4Ø ã < Õ¸.DA15 <fÒ E�24Ó6Ô65RA�æ95R,65CA < .D5vÕ < J403,6æºÓ>ÕD5R8�=;0 å A < ,>=;0 Ò ÕD5Cç/865C,>E�5�ß�03A�×35CØ;Õ_.1AD5 <fÒ âÖ�AD0 Òè< Õ¸5C5C=éß�8>Õ¸8 < J4JKØ".DÔ>5HÕD5CERAD5R.µ×35CØ â Ù/ê*Ô>24ÕdÕ¸5vç/865R,>ER5-2FÕµë¾ìHí%5v=�Ü%2K.DÔ·.1Ô65¶Ó>J < 2K,/.D5R:T..D0�Ó6AD0;=;8�E�5�.1Ô65�E�24Ó6Ô65CA¸.15�:T.CÙ�î}.º24ÕHÜ%2F=;5RJ4ØIÛ�5CJK245RÝ95C=é.DÔ < .ºÕD5CER86AD5"Õ_.1AD5 <fÒ E�24Ó6Ô65CA1ÕHE < ,Û�5 Ò 8>EbÔÄÖ < Õ_.15RA*.1Ô < ,@Û6J40;Eb×ÄE�24Ó6Ô65CA1ÕCÙ
ï 5�. ã 0lÝ35CA�.DÔ65¾J < Õ_.VØ35 < A1Õ ã Ö�5CÜÀÕ¸.DA15 <3Ò ER2KÓ>Ô65RAVÓ6AD09Ó�0/Õ < J4Õ¼Ô < Ý35%A15CÕD24Õ¸.D5v=°E�A1Ø/Ó6. < , < J åØTÕD2FÕ%5�ð�03AD.1ÕCÙ�?>03A-24,>Õ¸. < ,�E�5 ã ,603,>5�0fÖ�.DÔ65'Õ_.1AD5 <fÒ ER2KÓ>Ô65RAbÕ¶E < ,>=;2F= < .D5ºÖ�03A-.DÔ65"ñ-á Ñ6Ñ îháÓ6AD03ò_5CE�.�Ô < Õ�Û�5R5C,ªÕ¸5CJK5vEx.15C=Þ24,Þ.DÔ65�ó�, < J¼Ó�03AD.¸Ö�09JK240õô¢öl÷fø ã ÕD2K,�E�5 < J4JVÕ1EbÔ65 Ò 5vÕ�A15RÝ35 < J45C=Ý < AD24038�Õ$=;5Cæ3A15R5CÕ
0fÖ�ÜV5 < ×T,65CÕ1ÕCÙCG < ,/Øº03Ö;.DÔ65vÕ¸5 < .D. < Eb×;Õ
03A12Kæ92K, < .D5¼Ö�AD0 Ò .1Ô65 Ò°< .DÔ65 Ò�< . å24E < J6Õ¸.DA18>Ex.186AD5*03Ö�ù	24,65 < A¼?65C5C=;Û < Eb× Ñ Ô>2aÖ¿.µí%5Cæ32FÕ_.15RAbÕ*ß�ù$? Ñ í â ô ú ãDû ø ã Ü%Ô62FEbÔ < A15V8>ÕD5C= < Õ

< Û>862KJF=;24,6æºÛ6J40TEb×�Û/Ø Ò�< ,/Ø'Õ_.1AD5 <fÒ E�24Ó6Ô65CA1ÕCÙfê
0 < Ý9032F=�.DÔ>5CÕD5*ÕD5CER86A12a._Ø�ER03,>ER5RA1,>Õ ã < Ja.15RA å, < .12KÝ95ºÕD03J48;.12K09,>Õ*Ô < Ý35ºÛ�5R5C,�A15CER5R,/.DJ4Ø·Ó6A103Ó�09ÕD5C=	Ù6?603A%24,>Õ¸. < ,>E�5 ã>ü JK2 Ò 0lÝ < ,�= Ñ Ô <fÒ 2KAÔ < Ý35-ÕD86æ3æ95CÕ¸.D5v=�.10�A15RÓ6J < ER5-ù$? Ñ í-ÕVÛTØ"ÕD0fÖ¿._Ü < A15 å 5�ý·E�245R,/.�,609,6JK24,65 < A Ò�< Ó>Ó62K,>æ9Õ¼Û < ÕD5C=03,@ê å Ö�86,�Ex.D2403,�Õ�ôKþvÿlø}Ù+-,603.DÔ65CA�E�03,/.1AD24Û68;.12K09,�E <fÒ 5°Ö�AD0 Ò Ñ < AD× < A < .��VADØTÓ;.10�� �9ö ô ö��lø}Ù��-5·ÕDÔ60lÜd5C= .DÔ < .Õ¸0 Ò 5ªERJ < ÕDÕD2FE < J Ò 0;=;5CJ4ÕéÖ�03A ù
? Ñ í å Û < ÕD5C= Õ_.1AD5 <fÒ E�24Ó6Ô65RAbÕªß¤ñ-03,>JK24,65 < A ?�2KJK.D5CA < ,>=ñ-03,>JK24,65 < A	�V0 Ò Û624,65CA â =60 ,603.'Ó6A10lÝT24=65·03Ó;.12 Ò�< J*ÕD5CER86A12a._Ø < æ < 24,>Õ_.
�V03A1AD5CJ < .D2403,õ+d. å. < Eb×;Õ'ô ���lø}Ù�-5°Ó6A103Ó�09ÕD5C=@.10 Ò 2K:é.DÔ65vÕ¸5'._Üd0�ER03,>ER5RÓ;.bÕ ã 8>ÕD2K,>æ < ,65RÜ Ó < A < =62Kæ Ò ã .DÔ>5?
24JK.D5RA å �V0 Ò Û>2K,65CA%GI0;=;5RJjÙ6Ú-,;Ö�09A¸.186, < .D5RJ4Ø ã Ô65 < J4ÕD0"ÕDÔ60lÜd5C=·.DÔ < .%ÕD8>EbÔ < ER03,>Õ¸.DA18>E�.D2403,E < ,>,60f.�Û�5Ä24,>Õ¸. < ,/.12 < .D5C=�Ü%2K.DÔ ù
? Ñ í-Õ�ÕD24,>E�5°.1Ô65RØÞ=;0é,603.�Ö�86JKó>J4JVÕD0 Ò 5·0fÖd.DÔ>5ÄÛ < Õ¸2FEAD5vç98>2KA15 Ò 5R,/.bÕRÙ6îh,�Õ_.15 < = ã .DÔ65 < 8;.1Ô603A¾Õ¸Ô60lÜd5C=Ä.DÔ < .HER5RJ4JK8>J < A < 8;.10 Ò�< . <�< A15�æ30T0;=@E < , å=;24= < .D5vÕ'.D0 A15RÓ>J < E�5�ù
? Ñ í-Õ"2K, .DÔ62FÕ Ò 0;=;5RJjÙ�GI03A15R0lÝ95RA ã .DÔ65CØªÕ¸5C5 Ò .D0�2 Ò Ó>AD0lÝ95·.DÔ>5AD5vÕ¸2FÕ_. < ,>ER5 < æ < 24,>Õ_.¼ÕD0 Ò 5¶ERJ < ÕDÕD24E < J < .¸. < Eb×;Õ¼Õ¸8�EbÔ < Õ�îh,TÝ35CA1ÕD2K09,�+d.¸. < Eb×;Õ%ôKþ�ú ã þ��lø609A�.DÔ>5



+-,>=;5CA1ÕD03,�ù$5 < × < æ35HôKþRøjÙ��¶0lÜV5CÝ35CA�2K.µÜ < Õ�A15CER5R,/.DJ4Ø�ÕDÔ60lÜ%,".DÔ < .�.DÔ62FÕ¼,65CÜPER03,>Õ¸.DA18>E�.D2403,=;24=�,603.-,65CER5CÕ1Õ < AD24J4Ø"24,>ERAD5 < ÕD5¾.1Ô65�J45RÝ35CJt0fÖ�Õ¸5vE�86A12a._Ø ôKþ��vø}Ùîh,é.DÔ>24ÕHÓ < Ó�5CAHÜd5�Ö�0;ER8>Õº03,I.1Ô65	�¶ä*ä Õ¸.DA15 <fÒ ER2KÓ6Ô>5RAvÙ�ê*Ô>24ÕH,65CÜ < J4æ309AD2K.DÔ Ò ô¢ö���øÜ < ÕµÓ6A103Ó�09ÕD5C= < .*îh,>=;0;E�A1ØTÓ;.�� ����Û/Ø Ñ < A1× < ACÙ �¶ä*äÀ2FÕd,60f.*5�: < E�.DJ4Ø < ,�2K,>Õ¸. < ,/.D2 < .D2403,Ä0fÖ.DÔ65"?
24JK.D5RA å �V0 Ò Û>2K,65CA Ò 0;=;5RJ*ß�ÕD24,>E�5�.DÔ65",603, å J42K,>5 < A¾E�0 Ò Ó�03,65C,/.¾Ô < Õ <�Ò 5 Ò 09ADØ â < J å.DÔ60986æ3Ô�2a.bÕµJ42K,>5 < A Ò�< Ó�24ÕdÛ < Õ¸5v=�03,ÄER5RJ4JK8>J < A < 8;.D0 Ò°< . < Ù/ê*Ô65H0386.DÓ68;.bÕd0fÖ	.1Ô65HER5RJ4JK8>J < A
< 8;.10 Ò�< . <�< A15¾ER0 Ò Û>2K,65v=�Ü%2K.DÔ < ,603,6J424,65 < A Ò�< Ó < EbÔ6245RÝ95C=°8>ÕD2K,>æ'ÕD0 Ò 5-0fÖ$.DÔ65¾Ó6AD2 Ò 2 å.D24Ý35CÕ�Ö�A10 Ò í-2 ò_,>= < 5RJ$ôKþ�ö�ø}Ùvîh, < =>=;2a.12K09, ã �¶ä*äõÔ < Õ
.DÔ65%Ó < AD.D2FE�86J < A12a._Øº03Ö�0fð�5RA124,6æ < Ñ 5CJaÖ åÑ ØT,>EbÔ6A103,62��R24,6æ'ß Ñ6Ñ6â Ò 0;=;5V03Ö>03Ó�5RA < .12K09, ã 2K, < =6=62a.12K09,�.D0¾.DÔ>5VÛ < Õ¸2FEHß�ä â Ò 0;=;5d0fÖ�03Ó�5RA å
< .D2403,$Ù Ñ 5CJaÖ å Õ¸ØT,>EbÔ>AD09,62��C2K,>æ�Õ_.1AD5 <fÒ ER2KÓ>Ô65RAbÕ < AD5 < A < A15%Ó6A12 Ò 2K.D24Ý35-Ü%Ô>24EbÔ·E < ,�Û�5¶8>ÕD5�Ö�86J2K,ÄÕDÓ�5CE�2Kó�E¾E�03,/.15�:T.1Õ¶ô ö6þ�ø}Ù��-0lÜd5RÝ95RA�Ö�5CÜ =;5C=624E < .D5v=·=;5vÕ¸24æ3,>ÕµÔ < Ý35%Û�5R5C,ÄÓ6A103Ó�09ÕD5C= < ,>=
Ò°< ,TØ�Ó686Û>JK2FÕ¸Ô>5C="Ó6A103Ó�09Õ < JFÕ%ß�ÕD8>EbÔ < Õ%ô4þ3þRø â =;2F=",60f.VAD5vÕ¸2FÕ_.¼ERADØTÓ;. < , < JKØ;ÕD24Õ*ô4þ û øjÙlîh,°Ö < Ex. ã2a.Ä2FÕ < , 09Ó�5C, Ó6AD09Û6J45 Ò .10ª=;5CÕD2Kæ9, < Õ¸5vE�86A15I=;5C=;2FE < .D5v=PÕD5RJKÖ å Õ¸ØT,>EbÔ6A103,>2��C2K,6æÞÕ¸.DA15 <fÒE�24Ó6Ô65RAvÙ
îh,ª.DÔ>24Õ°Ó < Ó�5CA ã Üd5�ÕDÔ60lÜè.1Ô < .�Û�0f.DÔ Ò 0;=;5CÕ"0fÖ¾03Ó�5RA < .D2403, 0fÖ �¾ä*ä�Õ¸8;ð�5RA"Ö�A10 Ò2 Ò Ó�03AD. < ,/.�� < Ü-ÕRÙ�+-æ < 24,>Õ¸.$.DÔ>5 Ñ6Ñ Ò 0;=;5 ã ÜV5V8>Õ¸5 < =;2Kð�5RA15R,/.D2 < J < .D. < Eb×HÜ%Ô62FEbÔ�A15CER0lÝ35RAbÕ.DÔ65°Õ¸5vE�A15�.H×35RØ@ÛTØIÓ6A10;E�5CÕ1ÕD2K,6æ
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Û62K.1ÕH0fÖdEbÔ609ÕD5R, ER2KÓ>Ô65RAD.D5R:/.vÙ	��5 < JFÕ¸0�=;5CÕ1E�A12KÛ�5 < ,

< J4æ35RÛ>A < 24E < .¸. < Eb× < æ < 24,>Õ¸.V.1Ô65�ä Ò 0;=;5º0fÖ
09Ó�5CA < .D2403, ã Ö < Õ_.15RA*.DÔ < ,�5�:;Ô < 8�Õ_.12KÝ95HÕD5 < A1EbÔÖ�03A"×35RØÞÕD2��C5Ä0fÖ
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Û62K.1ÕCÙ
îh, < ó>AbÕ_.°Õ¸5vEx.12K09, ã Üd5·æ92KÝ95 < Û6A1245�Ö-0lÝ35CADÝT245RÜ 0fÖ¶ER5RJ4JK86J < A

< 8;.10 Ò�< . <ª< ,>=À03Öº.DÔ65 �¶ä*ä E�24Ó6Ô65RAvÙVê*Ô>5R, ã ÜV5 =;5CÕ1E�A12KÛ�5é0986A < .¸. < Eb× < æ < 24,>Õ¸.·.DÔ>5Ñ 5RJKÖ å Ñ Ø/,�EbÔ6AD09,62��R24,6æ Ò 0T=65·0fÖ%03Ó�5RA < .12K09,	Ù$?�24, < J4JKØ ã Üd5�Ö�0;E�8>Õ�03,Þ.1Ô65�ä < ÕD2FE Ò 0;=;5Ä0fÖ03Ó�5RA < .D2403, < ,>= < Ó6Ó6J4Ø < J4æ35CÛ6A < 24EHE�A1ØTÓ;. < , < J4Ø;Õ¸2FÕCÙ
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')(+* ,.-0/1/123/14658792�:<;>=?4&:<4A@B5�-0/1C1=DC1E34&5�C1-0F

îh,·æ35C,65RA < J ã < , < 8;.D0 Ò�< .D09,�E�03,�Õ¸2FÕ_.bÕ¼24, < ÕD5�.µ03Ö l Ò 5 Ò 03A1Ø"ER5RJ4J4Õ ã A15RÓ>AD5vÕ¸5C,9.15C= < .V.D2 Ò 5
t
ÛTØ

S(t) = (s
(t)
1 , . . . , s

(t)
l )
ã Ü%2a.1Ô < AD86J45·03Öd5CÝ303J48;.12K09, Ö�09A�5 < EbÔÞE�5RJ4JV=65RÓ�5R,>=;24,6æé09,.DÔ65�E�09,/.D5R,/.º0fÖµ,>5R24æ3ÔTÛ�09AD24,6æ�E�5RJ4JFÕRÙtà¾5�. < 2KJFÕH0fÖV.DÔ65'.DÔ65C03A1ØI0fÖVER5RJ4JK8>J < A < 8;.D0 Ò�< . <�< A15,60f.µA15RJ45RÝ < ,9.¼Ô>5RA15 ã A15�Ö�5CA�.D0·ô¢ö���ø6Ö�03A Ò 09AD5%24,;Ö�09A Ò�< .12K09,	Ù3ä < ÕD2FE < J4J4Ø ã .1Ô65-03,>JKØ'Ó6AD09Ó�5CA¸._ØÜV5�AD5 < J4JKØ . < ×95 < =6Ý < ,/. < æ95·0fÖ%2FÕ�.1Ô65R24A"JK24,65 < A�Û�5RÔ < ÝT2403AvÙ$GI09AD5·Ó>AD5vE�2FÕ¸5CJKØ ã < ER5RJ4JK8>J < A

< 8;.10 Ò�< .103,IE < ,�Û�5 < ÕDÕD0;E�2 < .15C=�Ü%2a.1Ô <�Ò�< .DA12K: M
.DÔ < .¾EbÔ < A < Ex.D5CAD2��R5vÕd2a.bÕ-5RÝ903J48;.D2403,$Ù

S(t+1) E < ,@.1Ô65R, Û�5�ER0 Ò Ó68;.15C=IÛTØ Ò 86JK.D24Ó6J4ØT2K,6æ S(t) Ü%2a.1Ô M
Ù�ê*Ô>24Õ Ò°< .DA12a:@Ô < Õ%.DÔ>5

< =6=;2K.D2403, < J�Ó6AD09Ó�5CA¸.12K5vÕ-03ÖµÛ�5C2K,>æ·.DA12F=;2 < æ309, < J < ,>=IÔ < Ý/24,6æ < Ó6A12 Ò 2K.D24Ý35'EbÔ < A < Ex.15RA124Õ¸.D2FEÓ�09JKØT,60 Ò 2 < JjÙCê*Ô>24Õ
æ38 < A < ,/.D5R5vÕ�.DÔ < .$.1Ô65µJ424,65 < A
A15CER86ADA15R,�E�5�Ô < Õ Ò�< :;2 Ò°< J9Ó�5RA1240T= 2l−1
Ù

')(G' HJI>-�5KI�C+-�L�;	M�:<N3-PORQ.QS,.CUTVN3-�5

�¶ä*ä 2FÕ < E�J < Õ1Õ¸2FE < J�×95RØ;Õ¸.DA15 <fÒ æ95R,65CA < .D09A ã Ü%Ô62FEbÔ�ER03,/. < 2K,>Õ < J42K,>5 < Adó>,>2a.15�Õ_. < .D5 Ò�<fåEbÔ62K,>5 < ,�= < ,609,6JK24,65 < AµÓ < AD.CÙ3î}.d24ÕV,603. < Û < Õ¸2FE%24,>Õ¸. < ,/.12 < .D2403,�0fÖt.1Ô65¾?�24Ja.15RA å �V0 Ò Û624,65CA
Ò 0;=;5CJ
ô¢ö �fø�ÕD2K,�E�5¶2K.1ÕV,609,6JK24,65 < AµÓ < AD.VÔ < Õ Ò 5 Ò 03A1Ø@ß 128

Û62K.1Õd0fÖ	24,/.D5RA1, < J�Õ¸. < .15 â�ã Ô60lÜ å5RÝ35CA
2K.�Û�5CJK09,6æ9Õ
.10¶.1Ô65%Õ <3Ò 5µÖ <fÒ 24JKØ9Ùf+%ERE�09A1=62K,6æ¶.D0"ô ö��vø ã .1Ô65*8>ÕD5V03Ö�E�5CJKJ486J < A < 8;.10 Ò�< . <Õ¸Ô60986JF=°2 Ò Ó6A10lÝ35*.1Ô65¾ÕD5CER86AD2K._Ø�03Ö�.DÔ65HE�24Ó6Ô65RA < æ < 24,>Õ_.µÕD0 Ò 5 < .¸. < Eb×;Õ�8>ÕD2K,>æ�.DÔ65HÕ¸Ó�5CER2aó�EÓ6AD09Ó�5CA¸.12K5vÕ*0fÖ�ù$? Ñ í-ÕCÙ

W -�E3-�5�46/YX�:Z5�23[\:K2]5�-P;>M^:<N3-_,`C1T3N3-�5 +-,�0lÝ35CADÝT245RÜÀ0fÖ �¶ä*ä 2FÕVæ92KÝ95R,�2K,@?�2Kæ986AD5"þ3Ù
ù � AD5CÓ6A15CÕD5R,/.1Õ�.1Ô65¾ù$2K,65 < A �V0 Ò Ó�03,>5R,/.¾ß�Ü%Ô>24EbÔ·ER03,/. < 2K,>Õ 512

Û62K.1Õµ0fÖt24,9.15RA1, < J�Õ_. < .D5 âxã
< ,>= ñ¾ù � AD5CÓ6A15CÕD5R,/.1Õ".1Ô65 ñ-09, ù	24,65 < A �V0 Ò Ó�03,65C,/. ß�Ü%Ô62FEbÔ E�09,/. < 24,>Õ 128

Û62K.1Õ·03Ö
2K,/.D5CAD, < J	Õ¸. < .15 â Ù



128128
128

LC
(512 bits)

NLC
(128 bits)

updateupdate

Keystream

CiphertextPlaintext

����� ���T��� Q/\d]_�Ck/Q/S'�C»   W ¡}W¢g¤£�W ¡jg¤£�W ¡

äV03.DÔéù � < ,>=éñ¾ù � Ô < Ý35 < ,I86Ó�= < .15�Ö�86,�Ex.D2403, Ü%Ô624EbÔ 24Õ < Ó6Ó6J4245C= < .H5 < EbÔIAD0986,>=.D0°.DÔ>5R24A¶24,9.15RA1, < J	Õ¸. < .D59Ù�ê*Ô65C, ã 128
Û>2a.bÕ-0fÖ�×35CØ;Õ_.1AD5 <fÒ < AD5º5�:T.1A < Ex.D5v=�8>Õ¸24,6æ < J42K,>5 < A.DA < ,>Õ¸Ö�03A Ò ÙTê
0·ÕD8 Ò°Ò°< AD2��R5 ã 03,65�A10386,�=Ä03Ö
5R,�E�A1Ø/Ó6.D2403,@E < ,�Û�5�5�:;Ó6A15CÕ1Õ¸5v= < Õ

þ3Ù%Ú-Ó�= < .15º.DÔ65�24,/.D5CAD, < J	Õ_. < .15H03Ö�ñ¾ù �
ö;Ù%Ú-Ó�= < .15º.DÔ65�24,/.D5CAD, < J	Õ_. < .15H03Ö�ù �
�6Ù*á�:T.DA < E�. 128

Û62K.1Õ
Ö�AD0 Ò ù � < ,�=�ë¾ìHíõ2K.
Ü%2K.DÔ'ñ¾ù �¾Ùlê*Ô65VAD5vÕ¸86JK.
2FÕ$.DÔ65d×35CØTÕ¸.DA15 <3Ò Ù
÷>Ù*á�:T.DA < E�. 128

0f.DÔ>5RA�Û>2a.bÕ�Ö�A10 Ò ù � < ,>=Þë¾ìHíè2a."Ü%2a.1Ô ñ¶ù �¾Ù�ê*Ô>5ÄA15CÕD86Ja.'24Õ�.DÔ65,65�:T.¶Õ¸. < .D5º0fÖ�ñ¶ù �¾Ù

îh, æ95R,65CA < J ã .DÔ62FÕH.D5vEbÔ6,62Fç/865"Ö�03AºÓ6A10T=68>E�24,6æ�×35RØ;Õ¸.DA15 <3Ò Û>2a.bÕºÜ%2a.1Ô < Ü%Ô62K.D5C,62K,>æ�J < Ø35CA
< Ö¿.D5CA�.DÔ>5I,603,6J424,65 < A·03Ó�5RA < .12K09,>Õ"24Õ�E < J4J45C=
	_J42K,>5 < A Ò�< Õ¸×T24,6æ��õß�ÕD5R5õô¢ú�ø â ÙVê*Ô>5I2K,62K.D2 < JÕ_. < .D5vÕ$03Ö�ù � < ,>=�ñ¾ù � < AD5d=;5RA124Ý35C=�JK24,65 < ADJ4Ø¾Ö�AD0 Ò .DÔ65*Õ¸5vE�A15�.�×35RØ K

Ùvê*Ô65C,
16
AD0986,>=6Õ

< A15 < Ó6Ó>JK245C=@Ö�09AH=62KÝ95RA1æ35R,�E�5 ã Ü%2a.1Ô6038;.º8>ÕD2K,>æ·.DÔ>5�0386.DÓ68;.º×35CØ;Õ_.1AD5 <fÒ Ö�09A¾5C,>E�A1ØTÓ;.D2403,$Ù
�-0lÜd5RÝ35CA-.1Ô65'J < Õ¸. 512

Û62a.bÕH0fÖµ×95RØ;Õ_.1AD5 <fÒ < A15�ë¾ìHí%5v=I.10Ä.1Ô65'24,/.D5CAD, < J�Õ¸. < .D5"0fÖVù �ò_8>Õ_.HÛ�5RÖ�03A15�.DÔ>5�Û�5Ræ324,6,624,6æ·03Ö¼5R,>ERADØTÓ;.12K09,	Ù�ê
Üd0�×35RØ@ÕD2��C5CÕ < AD5�ÕD86æ9æ35CÕ¸.D5v=�Ö�03A �¾ä*ä�

128 < ,>= 256
Û62K.1ÕCÙ

� N�-��9;>2�E����]23E�[ :<C1;>E ê*Ô65"86Ó�= < .12K,6æ�Ö�86,�Ex.D2403,�0fÖ*ù � 24ÕHÛ < Õ¸5v=é03, .DÔ>5°ER5RJ4JK8>J < A
< 8;.10 Ò�< . < .DÔ65C03A1Ø3ÙTà¶5R. < 2KJFÕVE < ,·5 < ÕD2KJ4Ø"Û�5H03Û;. < 24,65C=�Ö�AD0 Ò ô¢ö���øjÙ/îh,�Ö < E�. ã .DÔ>5RA15 < A15%._Üd0E�5RJ4J486J < A < 8;.D0 Ò�< . < 0fÖ¾ÕD2��R5 256

Û62a.bÕ"5 < EbÔ$Ù�äd0f.1Ô Ò�< .1AD2FE�5vÕ'ER03,/. < 2K,�Õ�5C,9.1AD245CÕ"03Ö-.DÔ65Ö�03A Ò (c1, . . . , c256)
03,·.DÔ65 Ò�< 24,Ä=;2 < æ903, < J ã < ,>= < J4J�5C,/.DA12K5vÕµ5vç98 < J�.D0 1

03,Ä.DÔ65H86Ó6Ó�5RA
< ,>=�JK0lÜd5RA%ÕD86Û�=;2 < æ309, < JFÕRÙ
ê*Ô65V8>Ó�= < .D24,6æ¾Ö�86,>Ex.12K09,'03Ö�ñ¶ù �ÞE < ,�Û�5*ÕD5R5C, < Õ$09,65VA1038>,>=�0fÖ < Û6J40;Eb×�E�24Ó6Ô65RA%ß¤Õ¸5C5?
24æ38>AD5¶ö â Ù3î}.dE�03,�Õ¸2FÕ_.bÕ¼03Ö�.1Ô6AD5C5¶E�09,>ÕD5CE�86.D24Ý35%J < Ø35RAbÕCÙfê*Ô65%ó>AbÕ_. < ,>='.DÔ>2KAb=°J < Ø95RAbÕ < Ó6Ó>JKØ.DÔ65�í%2 ò_,>= < 5RJ Ñ å Û�0�:éô4þvölø�.D0°5 < EbÔÄÛTØ/.D5º0fÖ�ñ¶ù �¾Ù6ê*Ô>5¾24,/.D5RA Ò 5C=;2 < .15ºJ < Ø95RAd24Õ < Õ¸2 Ò Ó6J45JK24,65 < A < Ó6Ó>JK2FE < .D2403,�0lÝ35RA

F2
Ù$ê*Ô65 < 8;.DÔ609A�0fÖ �¶ä*ä�ÕDÔ60lÜ-ÕH.DÔ < .�.DÔ>5�æ3J403Û < J�Ö�86,>Ex.12K09,Ô < Õ�Ö�8>JKJ>=62að�8>ÕD2K09, ã .1Ô/8�Õ < ,TØ�098;.DÓ686.µÛ62K.µ=;5RÓ�5R,>=>Õ¼03, < J4J624,6Ó68;.VÛ62a.bÕRÙ9GI03A15R0lÝ95RA ã J424,65 < A

< Ó6Ó6A10�:;2 Ò�< .D2403,ÄÔ < Ý35HÛ�5C5R, < , < JKØ0�C5C= < ,>=�2a.-2FÕ-ÕDÔ60lÜ%,�2K,Þô¢ö��vø�.1Ô < .-,609,65�E < ,�Ô < Ý35 <Û62 < ÕHÛ�5R.¸.D5CAH.DÔ < , 2−12
ß < Ex.18 < J4JKØ ã 2a.�Õ < Ø;Õ 2−13 ã Û686.ºÛ>2 < Õ < AD5�AD5CÓ6AD5vÕ¸5C,/.D5C= < Õ 0.5 ±

ε
ã Ü%Ô624J45�Üd5�Ó6AD5RÖ�5RA'.DÔ65IER03,TÝ35C,9.12K09,

0.5(1 ± ε)
â Ù�ê*ÔT8>Õ ã < ECE�09A1=;24,6æI.10 .1Ô65 < 8;.1Ô603A ã.DÔ65�E�24Ó6Ô65CA�Õ¸Ô60986JF=éA15CÕD24Õ¸. < .¸. < Eb×;ÕHÛ < ÕD5C=I09, J424,65 < A < Ó6Ó6A10�:T2 Ò�< .12K09,>Õ ã ÕD8>EbÔ < Õ¾J424,65 < AE�A1Ø/Ó6. < , < J4ØTÕD2FÕ�ô¢ö �fø < ,�=PER03A1AD5CJ < .D2403, < .¸. < Eb×;Õ�ô ���lø}Ùµ?�2K, < J4JKØ ã .DÔ65IÓ>AD5CÝ/24038�Õ°5RJ45 Ò 5R,/.1Õæ324Ý35 < ,�2 Ò Ó6J42FE�2K.¶=;5CÕ1E�A12KÓ6.D2403,�0fÖ�.DÔ65�ä < ÕD2FE'ß¤ä â Ò 0;=;5�03Ö�09Ó�5CA < .D2403,Ä03Ö �¾ädäHÙ



S-box

S-box

Linear Mapping

NLC

NLC

� � � � � � ¹�«/\��d����k9�6S/ORe_WYQ9±H»Fk9Q/©1e_WY�vQ

� N�- X�-0/+M�� X���E3[ N]5�;>E�C	� C+E�
� X�X���� ; �3- ;	M HJT$-�5�4&:KC1;>E + Ñ 5RJKÖ å Ñ Ø/,�EbÔ6AD09,62��R24,6æ
Ò 0;=;5¾E < ,�Û�5-5 < ÕD2KJ4Ø'=;5CAD24Ý35v='Ö�AD0 Ò .1Ô65 < Û�0lÝ35%=;5vÕDERAD24Ó;.12K09,�Û/Ø Ò�< ×T2K,>æº.DÔ65¾×35RØ;Õ¸.DA15 <3Ò=;5RÓ�5R,>=65R,/.¾09,@.DÔ65�Ó>AD5CÝ/24038�Õ%Û62K.1Õ-03ÖµE�24Ó6Ô65CA¸.15�:T.CÙ�ê$0·=;0·.DÔ62FÕ ã 03,>5 < =6=;2K.D2403, < J
Õ¸.D5CÓI24Õ
< =6=;5v=·.10°.DÔ65�Ó>AD5CÝ/24038�Õd=65CÕ1E�A12KÓ;.12K09,	Ù+d.�.DÔ65é5C,>=P0fÖºAD0986,>=

i
ã .DÔ>5IJ < Õ_.�Ö�0986A·Û6J40;Eb×TÕ·0fÖ�E�24Ó6Ô65RAD.D5R:T. ß 128

Û62K.1ÕÄ5 < EbÔ âxãAD5CÓ6AD5vÕ¸5C,/.D5C= < Õ Ci, Ci−1, Ci−2
< ,>= Ci−3

ã < AD5 ë¾ìHí%5C=P.103æ35R.DÔ65CAÄÜ%2K.DÔ .1Ô65 ÕD5CERAD5R.×35RØ
K
ß�2aÖ

K
24Õ

256
Û62a.bÕ¶J403,>æ ã Û�0f.1Ô Ô < JKÝ95CÕ¶0fÖ K < AD5�ó�A1Õ¸.¾ë¾ìHí%5v=@.D09æ35R.DÔ65CA â Ù�ê*Ô65AD5vÕ¸86JK.D24,6æ°Ý < J4865º24Õ%.DÔ65�,65CÜ 24,/.D5RA1, < J	Õ_. < .D5�03Ö�ñ¾ù � 

NLC = Fold(K) ⊕ Ci ⊕ Ci−1 ⊕ Ci−2 ⊕ Ci−3

ì¾,é.DÔ>5'J42K,>5 < AºÕD24=;5"0fÖµ.DÔ65°æ35C,65RA < .103A ã .DÔ>5°ÕD5CERAD5R.¾×95RØ K
2FÕHJK24,65 < A1JKØ@5�:;Ó < ,>=;5v=I2K,/.10

< 512
Û62K.1ÕdÝ < J4865 ã .1Ô65R,�ë¾ìHí%5C=·Ü%2a.1ÔÄ.1Ô65HER03,>E < .15R, < .D2403,·03Ö	.DÔ65HJ < Õ¸.VÖ�0986AdER2KÓ>Ô65RAD.D5R:/.Û6JK0;Eb×;Õ ã .D0°Ó6A10T=68>E�5H.DÔ>5�,65RÜ Ý < J4865º0fÖ�ù ��

LC = Expand(K) ⊕ (Ci||Ci−1||Ci−2||Ci−3)
ê*Ô65RA15�Ö�09AD5 ã 24,é.1Ô65 Ñ>Ñ Ò 0;=;5 ã .DÔ>5'24,/.D5RA1, < J�Õ¸. < .D5�03Ö¼.DÔ>5"ER2KÓ6Ô>5RA < .¾.DÔ65"Û�5Cæ324,6,624,6æ�0fÖ5 < EbÔ AD0986,>= =65RÓ�5R,>=6ÕH09,6JKØI09,I.DÔ>5°ÕD5CERAD5R.¾×95RØ < ,>=é.DÔ65"J < Õ¸. 512

Û62K.1ÕH03ÖVE�24Ó6Ô65CA¸.15�:T. ã
2K, < JK24,65 < A Ò�< ,6,>5RAvÙ

� � Ë��Y�¶Ê&��É��������TÐ �õÌ��ÄÊ6��� ��� � Ì%Í�� Ì��ÄÌ � �$Ë6��Ê;Ð¸ÌµÉ
îh,@.DÔ62FÕ¶ÕD5CE�.D2403, ã Üd5ºÖ�0;E�8>Õ¶03,�.DÔ>5 Ñ6Ñ Ò 0;=;5�0fÖ �¶ä*ä Ü%2a.1ÔéÕ¸5vE�A15�.-×95RØ K

03Ö
128
Û62K.1Õ

JK09,6æ>ÙTá < EbÔ�A10386,�=Ä03Ö
5R,�E�A1Ø/Ó6.D2403,�ÕD2 Ò Ó>JKØÄER03,>ÕD2FÕ_.bÕ*2K, < ó6:;5C=ÄÖ�86,>Ex.12K09, < Ó6Ó6J42K5v=�.D0 K< ,>='.DÔ>5-J < Õ_. 4 Û>JK0;Eb×;Õ�0fÖtE�24Ó6Ô65CA¸.15�:T.CÙ�� 5-ÕDÔ60lÜ .DÔ < .�.DÔ62FÕµER03,>Õ¸.DA18>E�.D2403, < E�.D8 < JKJ4Ø�=;0T5CÕ,60f.-A15CÕD24Õ¸.d.D0 < EbÔ609ÕD5R, å ER2KÓ6Ô>5RAD.D5�:T.%=;2Kð�5CAD5C,9.12 < J < .D. < Eb×�Ù

��(+* Q 46[���
5�;>2�E�� ;>E X�-0/1M	� X���E3[ N]5�;>E�C	� C1E�
DX�:Z5�-046= ,.CUTVN3-�5�F
� 5R,65CA < JKJ4Ø < Ñ 5CJaÖ å Ñ ØT,>EbÔ6A103,62��R24,6æ Ñ .1AD5 <fÒ �V24Ó6Ô65CAµß Ñ>Ñ6Ñ � â 2FÕt09,65�2K,ºÜ%Ô62FEbÔº.DÔ>5�×35RØ;Õ¸.DA15 <3ÒÛ62a.�2FÕ < Ö�86,>E�.D2403,Þ0fÖd.DÔ>5�×35RØ < ,>= < ó6:;5C=�,T8 Ò Û�5RA m

0fÖ*Ó6AD5CÝT2K098>ÕºE�24Ó6Ô65RAD.D5R:T.�Û62a.bÕRÙ
ê*Ô624Õ-Ó < A <fÒ 5�.15RA m 2FÕ-E < JKJ45C=Ä.DÔ65���� �"!$#&%¾03Ö
.1Ô65�E�24Ó6Ô65CACÙ



îh, 03Ab=;5CA-.D0@=;5vÕDERAD24Û�5�Ö�03A Ò�< J4JKØ < Ñ>Ñ6Ñ � ã JK5R. xt

=;5C,60f.15�Ó6J < 24,/.D5�:T.ºÛ62K.H,T8 Ò Û�5CA t
ã

yt

.1Ô65¶ER03A1AD5vÕ¸Ó�03,>=62K,6æ�ER2KÓ6Ô>5RAD.D5�:T.µÛ>2a. < ,>= zt

.DÔ65¶ER03A1AD5vÕ¸Ó�03,�=;2K,>æH×95RØ;Õ¸.DA15 <fÒ Û62a.vÙ/ê*Ô>55R,>ERADØTÓ;.12K09,�2FÕ*æ35C,65RA < J4JKØ·=65CÕ1E�A12KÛ�5C=

yt = xt ⊕ zt

Ü%Ô65RA15H.DÔ65�×95RØ;Õ_.1AD5 <fÒ Û62K.-2FÕ-E�0 Ò Ó>8;.D5v= < Õ

zt = F (yt−1, . . . , yt−m, K)

F
=;5R,603.D5vÕ�.1Ô65Ä×95RØ;Õ_.1AD5 <fÒ Ö�86,>E�.D2403, < ,>= K

.1Ô65�ÕD5CERAD5R.�×35CØ3Ù�ê*Ô65ÄÛ < ÕD24E�2F=;5 < 2FÕ�.105R,>ERADØTÓ;.d5 < EbÔÄÓ6J < 2K,/.15�:T.VÛ62K.*Ü%2a.1Ô < Ö�8>,>Ex.12K09,Ä=;5RÓ�5R,�=;2K,>æ'09,6JKØ°09,�.DÔ65ºÕD5CE�A15�.d×35CØ < ,>=.DÔ65�Ó6A15RÝT24038>Õ
m
E�24Ó6Ô65RAD.D5R:T.�Û62a.bÕRÙ�ê*Ô65RA15�Ö�09AD5°5 < EbÔÞE�24Ó6Ô65RAD.D5R:T.�Û62a.�E < ,ÞÛ�5ÄE�09ADA15CE�.DJ4Ø=;5CER2KÓ6Ô>5RA15C= < ÕÄJ403,>æ < Õ·.1Ô65ÞÓ6AD5CÝT2K098>Õ m

ER2KÓ6Ô>5RAD.D5�:T.@Û62K.1Õ�Ô < Ý35 Û�5C5R, Õ¸8�ERE�5vÕDÕ¸Ö�86J4JKØAD5vE�5R24Ý35v=tÙ
� 5R,65CA < J�Ó6A103Ó�5RAD.D245CÕ < ,�=Ä=;5vÕ¸24æ3,�E�A12a.15RA12 < Ö�03A Ñ6Ñ6Ñ �dÕ*Ô < Ý95¶Û�5R5C,�Õ¸.D8>=;245C=�ÛTØ·G < 8 åAD5CAÄô¢ö;þ�ø}Ù$î}.°Ó�0324,9.15C=õ098;.�.1Ô < . < ÕD5RJKÖ å ÕDØT,>EbÔ6A103,62�� < .D2403, Ò 5CEbÔ < ,62FÕ Ò Ô < Õ'Õ¸5CÝ35CA < J < = åÝ < ,/. < æ95CÕ¶Ö�AD0 Ò < , 5R,6æ92K,>5R5RA124,6æ�Ó�0324,/.�0fÖµÝT245RÜ�Ù	?609Aº2K,>Õ¸. < ,>E�5 ã 2a. Ò�< ØIÛ�5"Ô>5RJ4Ó;Ö�86J¼24,E�03,/.15�:T.1ÕHÜ%Ô65CAD5°,60@J40lÜV5CA¾J < Ø35CAH03ÖVÓ6A10f.10;E�03J�2FÕºÓ6A15CÕD5R,/.¾.10 < Õ1Õ¸86A15"5RA1AD09A å E�09ADA15CE�.D2403,	Ùîh,õÓ < AD.D2FE�86J < A ã 2K.'Ó6A15RÝ95R,/.1Õ�JK09,6æIÛ686AbÕ_.bÕ�03Ö*5CADA103A�Ü%Ô>5R, < Û>2a.�24,>ÕD5RAD.D2403,õ09A�=;5RJ45�.12K09,0TECE�86AbÕ%=;86A124,6æ".DÔ65º.1A < ,>Õ Ò 2FÕDÕD2403,Ä03Ö$.1Ô65�E�24Ó6Ô65CA¸.15�:T.CÙ
�-0lÜd5RÝ35CA'24,P.D5CA Ò Õ�03ÖHÕD5CE�8>AD2K._Øõ.DÔ>5 < , < JKØ;ÕD24Õ"0fÖ Ñ6Ñ6Ñ �dÕ�AD5vç/862KA15CÕ < E�0 Ò Ó6JK5R.D5CJKØ=;2að�5RA15R,/. < Ó6Ó>AD0 < EbÔ�Ö�AD0 Ò E�03,TÝ95R,/.D2403, < J
Õ¸.DA15 <3Ò ER2KÓ>Ô65RAbÕRÙ�îh,>=;5C5C= ã ÕD2K,�E�5�.1Ô65"Ó>Õ¸5C8>=;0 åA < ,>=;0 Ò æ95R,65CA < .D09A�=;0T5vÕ�,60f.¼Û�5RÔ < Ý95 < 8;.D09,60 Ò 098>Õ¸J4Ø ã .1Ô65-E�24Ó6Ô65CA Ò 24æ3Ô/.�Û�5-Õ¸86Û6ò_5CEx.�.10EbÔ609ÕD5R, Ò 5CÕ1Õ < æ35 < .¸. < Eb×;ÕRÙ�ê*Ô65CAD5RÖ�03A15�2a.�24Õ$,60f.�Õ_.1A < 2Kæ9Ô9.DÖ�03A1Ü < A1=%.D0%.186AD, < E�03,TÝ95R,/.D2403, < JÕ_.1AD5 <fÒ ER2KÓ>Ô65RA
2K,/.D0 < Ñ>Ñ6Ñ � < ,�=¶Ö�5CÜõ=;5C=;2FE < .D5v=�=;5CÕD2Kæ9,>ÕtÔ < Ý95�Û�5C5R,�Ó6A103Ó�09ÕD5C=	ÙRÚ¶ÕD2K,>æ <Û6JK0;Eb×ºE�24Ó6Ô65CA$24,·þ å Û62K. �V2KÓ>Ô65RA�?65R5v=6ä < Eb×"ß �d?�ä â Ò 0;=;5-ô4þR÷fø/24Õ$8>ÕD8 < J4JKØºç/862K.D5µ24,65Rý�ER2K5C,/.2K,@.15RA Ò Õ¶0fÖ�5R,�E�A1Ø/Ó6.D2403,IÕ¸Ó�5R5v= ã < ,>=@A15C=;8>ER5C= å A10386,>=�03Ó6.D2 Ò 2�� < .D2403,>Õ Ò°< Ø�Û�5�Õ¸8>Û;ò_5CE�..D0 < .¸. < Eb×;ÕIô ö9ú�ø}Ù ü ñHìHê ã 03,65 0fÖº.DÔ65éÖ�5RÜ =;5v=;24E < .15C= =;5vÕ¸24æ3,>ÕéôKþ9þ�ø¶Ü < Õ�Û>AD09×35R, < .? Ñ á � ���@ôKþ û ø}Ù>+-,I2 Ò Ó6A10lÝ35C=�Ý35CA1ÕD2403,�0fÖ ü ñHìHê ã =;5vÕDERAD24Û�5C=�2K,éà < 5 Ò 5R,�� Õ*.DÔ>5CÕD24Õ�ôKþ �lø ã

< Ó6Ó�5 < A1Õº.10 A15CÕD24Õ¸.�.1Ô624Õ < .D. < Eb× ã Û68;.°E�86A1AD5C,/.DJ4Ø .1Ô65RA15·2FÕ�,60 0f.DÔ>5RA'ÕD5CER86A15Ä=;5C=624E < .D5v=Ñ6Ñ6Ñ � 2K,�.1Ô65�JK2K.D5CA < .D86A153Ù

��(G' � N3-P4&:<:<46[�� 4�
>46C1E3FZ: ORQ Q C1E X3X =?; �3-

ê*Ô624Õ�ÕD5CE�.D2403,'=65CÕ1E�A12KÛ�5CÕ < =62að�5RA15R,/.D2 < J < .¸. < Eb×º8>Õ¸24,6æºEbÔ609ÕD5R,'E�24Ó6Ô65RAD.D5R:T.1ÕCÙ�+%ECE�09A1=;24,6æ9JKØ ãÜV5�ÕD86Ó6Ó�09ÕD5�.DÔ < . < , < .¸. < Eb×35CA%æ < 2K,>Õ < ERER5CÕ1Õ*.D0 < =;5CERADØTÓ;.12K09,�09A < E�J45 < ,>=@24,/.DA10T=68>E�5vÕEbÔ609ÕD5R,�Û6J40TEb×;Õd0fÖ�E�24Ó6Ô65CA¸.15�:T.CÙ
ê*Ô65�æ30 < J	03Ö�.DÔ65 < .¸. < Eb×35CA-2FÕ%.D0Ä03Û;. < 24,@._ÜV0�24,6Ó68;.bÕ¶03Ö�.DÔ65"ñ¶ù � A10386,�=�Ö�86,>Ex.12K09,.DÔ < .�=;2að�5RA�03,6J4Ø 09, 09,65�ÛTØ9.15 ã Ü%2K.DÔª=;2Kð�5RA15R,>ER5 δ

Ù
ê*Ô624Õ�E < ,ÞÛ�5 < EbÔ6245RÝ95C= ÛTØé2K,/.1AD0 å=;8>E�24,6æ'.DÔ65HÛ6J40;Eb×TÕd03Ö
E�24Ó6Ô65CA¸.15�:T.
C1, C2, C3, C4

< ,�=�.DÔ>5R, C1, C2, C3, C4 ⊕ δ
Ù;ù	5�.

j=;5R,603.D5¶.DÔ65HÓ�0/Õ¸2K.D2403,�03Ö	.DÔ>24ÕV03,65¾ÛTØ9.15¾=;2Kð�5RA15R,>ER5 < ,�= Kj

.DÔ65ºE�09ADA15CÕDÓ�03,>=;24,6æ�ÛTØ/.D5¾0fÖ
Õ¸5vE�A15�.%×35CØ3Ù
+d.
ó>AbÕ¸.�ÕD2Kæ9Ô/. ã 2a.�ÕD5R5 Ò Õ
.DÔ < .�.DÔ65 < .D. < Eb×35RA
Ô < Õ�,60 < ECE�5vÕDÕ$.D0¾.DÔ65d0386.DÓ68;.¼=;2Kð�5RA15R,>ER50fÖ%.DÔ>5�ñ¶ù � 86Ó�= < .12K,>æéÖ�86,>E�.D2403,ªÛ�5CE < 8>ÕD5Ä03Ö%.DÔ65�JK24,65 < A Ò°< Õ¸×T24,6æ>Ù �-0lÜd5RÝ95RA < .�.DÔ>5Û�5Cæ324,6,624,6æ°0fÖ�5 < EbÔ�A10386,>= ã ù �À2FÕ-ÕD5�.*.D0°.1Ô65�Ý < J4865�ß�ÕD5R5 Ñ 5vEx.12K09,@ö6Ù ö â

LC = Expand(K) ⊕ (Ci||Ci−1||Ci−2||Ci−3)

.DÔT8>Õ�.1Ô65¶=;2Kð�5CAD5C,>E�5%03Ö�J424,65 < A Ò�< ÕD×/24,6æº2FÕ < Ó686A15RJ4Ø�J42K,>5 < A¼Ö�86,>Ex.12K09,°0fÖ�.DÔ65%24,/.DA10;=;8>E�5v=E�24Ó6Ô65RAD.D5R:T.1Õ�09,6JKØ9Ù3ê*ÔT8>Õ < , < .¸. < Eb×35CA < Û6J45*.D0�03Û�Õ¸5CADÝ95µ.1Ô65-×35CØ;Õ_.1AD5 <fÒ Õ�E < ,�E < ,>ER5RJ;0386.



.DÔ65H=;2að�5RA15R,�E�5-03Ö�J424,65 < A Ò�< ÕD×T2K,6æ < ,>=°03Û�Õ¸5CADÝ95-=;2KA15CE�.DJ4Ø�.1Ô65-098;.DÓ686.d=;2Kð�5CAD5C,>E�5¶0fÖt.DÔ>5ñ¶ù � 86Ó�= < .12K,>æ°Ö�86,>Ex.12K09,	Ùîh,62a.12 < JKJ4Ø ã .DÔ>5"=;2Kð�5RA15R,>ER5 δ
2FÕ¾ER03,;ó�,65C=@.10Ä09,65�ÛTØ/.D59Ù�îh, < =6=;2K.D2403, ã < Ö¿.D5CA¶.1Ô65�ó>AbÕ¸.J < Ø95RA�03Ö Ñ å Û�0�:Þ2K, .DÔ62FÕ"E�0 Ò Ó686. < .12K09, ã .DÔ65@=;2Kð�5CAD5C,>E�5�Õ_.12KJ4J*03,6J4Ø�ER03,>ER5RA1,>Õ�.DÔ65�Û/Ø/.15,/8 Ò Û�5RA j

24,�.DÔ65�24,/.D5CAD, < J	Õ_. < .153Ù6ê*Ô62FÕ-=;2Kð�5CAD5C,>E�5º2FÕ*0fÖ�.DÔ65ºÖ�09A Ò

δ′ = S(Kj ⊕ x) ⊕ S(Kj ⊕ x ⊕ δ)
ß¸þ â

Ü%Ô65RA15
x
24Õ < ×T,60lÜ%,ÄÛ/Ø/.15¾=;5CÓ�5C,>=;24,6æ'09,�.DÔ>5¾24,/.DA10T=68>E�5v=·E�24Ó6Ô65CA¸.15�:T.CÙTî}Ö δ′ Ô < Õ¼Ô <3Ò'åÒ 24,6æ�ÜV5C2Kæ9Ô/.¾5Cç/8 < J�.D0 1

ã 2a.º2FÕ¶.1AD8>5'ÛTØéE�09,>Õ¸.DA18>Ex.12K09,I.DÔ < .¾.1Ô65°Ô <fÒ°Ò 24,6æ�Üd5R24æ3Ô/.H0fÖ.DÔ65é=;2Kð�5RA15R,>ER5 < Ö¿.D5CA°.DÔ65IJ42K,>5 < A°J < Ø35CA"Ü%24J4J%Û�5I5R: < Ex.1JKØ 3
ß�ÕD5R5õô¢ö���ø â Ù�ê*Ô/8�Õ ã 09,6J4Ø

3Û/Ø/.15CÕºÜ%24JKJ¼=;2Kð�5RA < Ö¿.15RAº.1Ô65°J < Õ_.�J < Ø35RAH0fÖ Ñ å Û�0�:;5CÕCÙtê*Ô62FÕ�=;2að�5RA15R,�E�5".DA < 24J�03,Þñ¶ù � 24Õ=;5CÕ1E�A12KÛ�5C=�24,@?�24æ386A15 �"Ü%Ô65RA15�= < ÕDÔ65C= < A15 < ÕdAD5CÓ6AD5vÕ¸5C,/.V.1Ô65�=;2Kð�5CAD5C,>E�5vÕRÙ
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S-box

Linear Layer

S-box

����� ���6� NVQ"WY`Y`Yk/^}eh]¸O�e_Wa�CQ��C»�e_«9\*L*W¢Á6\1]_\bQle_WaOC`�¹�]¸OCWY`>�vQ"�d���

� 5�09Û>Õ¸5CADÝ95H.DÔ < . ã Ü%Ô65C,��������������
(δ′) = 1

ã .1Ô65�=;2Kð�5CAD5C,>E�5�09,�.1Ô65�098;.DÓ686.¶0fÖ�.DÔ65
ñ¶ù ��86Ó�= < .12K,6æ�Ö�86,�Ex.D2403,À2FÕ°,T86JKJ*Ö�09A 13

ÛTØ/.D5vÕ°0fÖ
16
Ùµì¶.DÔ>5RA1Ü%24ÕD5Ä.1Ô62FÕ°Ó6AD09Ó�5CA¸._Øõ2FÕ

Ý35RA1ØÄ8>,6JK24×35CJKØ9Ù>îh, < Ý95RA < æ35H.1Ô65�5RÝ95R,/.-.1Ô < .-.1Ô65�Ô <fÒ°Ò 2K,6æÄÜV5C2Kæ9Ô9.-03Ö δ′ 2FÕ 1
Ô < Ó6Ó�5R,>ÕÜ%2a.1ÔÄÓ6A103Û < Û624JK2K._Ø 8

256 = 2−5
Ù;ê*ÔT8>Õ ã < ERER03Ab=;2K,>æº.D0�.1Ô65HÛ62KAD.DÔ�= < Ø'Ó < A < =;0�: ã .15CÕ¸.D24,6æ 23Ý < JK8>5CÕ¼03Ö δ ÕDÔ60986J4=°Û�5¾ÕD8;ý·E�245R,/.¼.10�=;5R.D5CE�. < ER03J4JK2FÕD2K09,"09, 13

0386.µ0fÖ
16
098;.DÓ>8;.µÛTØ/.D5CÕCÙ

ê*Ô624Õ-5RÝ35C,/.*Ó>AD0lÝT2F=;5CÕ < E�09,>=;2K.D2403,�03, Kj

8�Õ¸24,6æ°AD5CJ < .D2403,�ß_þ â�ã 0fÖ�.DÔ>5ºÖ�03A Ò
����������� �

(S(Kj ⊕ x) ⊕ S(Kj ⊕ x ⊕ δ)) = 1

îh,�æ95R,65CA < J ã 03,6J4Ø < Ö�5RÜ Kj

Ý < J4865CÕ*Ü%24J4JtÝ35RA12KÖ�Ø�2a.vÙ6?686AD.DÔ65CA Ò 09AD5¾2a.%2FÕ%Õ_.1A < 2Kæ9Ô9.DÖ�03A1Ü < A1=.D0õ5RJ42 Ò 24, < .D5IÖ < J4ÕD5éE < ,>=;2F= < .15CÕ"Ö�03A Kj

Ü%2K.DÔ < Ö�5CÜ 5�:T.DA < =;5CERADØTÓ;.12K09,Àç/865CAD245CÕCÙ¼ê
0Õ¸8 Ò°Ò�< A12��R5 ã 09,65�ÛTØ/.D5�0fÖ¼ÕD5CERAD5R.*×95RØ�E < ,@Û�5�AD5vE�0lÝ95RA15C=·ÛTØ�Ó6AD0;ER5CÕ1Õ¸24,6æ < Û�038;. 23 = 8Û6JK0;Eb×;ÕV0fÖ$×95RØ;Õ_.1AD5 <fÒ 24, < Ý35CA < æ359Ù3í%5RÓ�5 < .D24,6æ"2a. 16
.12 Ò 5vÕ ã .DÔ>5¾Ö�8>JKJtÕD5CE�A15�.*×35CØ�E < ,�Û�55 < ÕD24JKØ·09Û;. < 2K,>5C=tÙGI03A15R0lÝ95RAH.DÔ62FÕ < .¸. < Eb×�E < ,õÛ�5 Ò 0986,/.D5C=ÞÛTØ�Ó6A10TER5CÕ1Õ¸24,6æ°ò_8>Õ¸. < Õ¸24,6æ3J45 Ò 5CÕ1Õ < æ359Ùîh,>=;5R5v= < , < .¸. < Eb×35CA-E < ,"ò_8>Õ¸.HER03,>E < .15R, < .D5 < J4Jt.1Ô65�EbÔ60/Õ¸5C,@ER2KÓ>Ô65RAD.D5R:/.bÕ-Ô65�,65R5v=6Õ%Ö�09AÕ¸8>ECE�5vÕDÕD2KÝ95 < Ó>Ó6JK2FE < .D2403,>Õ�0fÖ-.1Ô65 < .¸. < Eb× < ,>= Õ¸86Û Ò 2K.".DÔ65�AD5vÕ¸8>Ja.12K,6æ Ò 5vÕDÕ < æ95�.D0 .DÔ>5=;5CERADØTÓ;.12K09,�09A < E�J453Ù	îh,õÓ>A < Ex.D2FE�5°.1Ô62FÕ�E < ,ÞÛ�5Ä=603,65·ÛTØÄò_8>Õ_. < = < Ó;.D24,6æ@.1Ô65ÄEbÔ60924ER5�0fÖE�24Ó6Ô65RAD.D5R:T."Û6J40;Eb×õ,T8 Ò Û�5RA i

.10 .1Ô65@Ó6AD5CÝT2K098>Õ�Û>JK0;Eb×;Õ"0fÖ¾ER2KÓ6Ô>5RAD.D5�:T.vÙ¼ê*Ô65RA15�Ö�09AD5 ã .10
Ó6AD0;ER5CÕ1Õ

23 × 16
Û6J40;Eb×;Õº0fÖ*×35RØ;Õ¸.DA15 <3Ò ã <@Ò 5vÕDÕ < æ95"03ÖdJ45R,>æf.DÔ 3 + (23 × 16)

Û6J40TEb×;Õ
24ÕHÕ¸86ý�ER2K5C,/.CÙ�ê*Ô624Õ¾E�09ADA15CÕDÓ�09,>=6Õ*.10 < Û�098;. 2

ü ÛTØ/.D5vÕ%0fÖµEbÔ>09ÕD5R,éE�24Ó6Ô65CA¸.15�:T.CÙ�äd5CÕD24=65CÕ ã
Ü%Ô65R,

δ′
Ô < Õ¶Ô <fÒ°Ò 2K,>æ�ÜV5C2Kæ9Ô9.-5vç/8 < J$.D0 2, 3

03A
4
ã Üd5 < JFÕ¸0°09Û;. < 2K,é=;5R.D5vEx. < Û6J45�E�09JKJ42 åÕ¸2403,>Õµ03,�.1Ô65¶×95RØ;Õ¸.DA15 <fÒ Ù Ñ 0 ã ÜV5-.DÔ624,6×�2K.V2FÕµ5CÝ35R,ÄÓ�0/ÕDÕD2KÛ>JK5¶.D0�J40lÜV5CA < JK2K.¸.1JK5¾0386A*= < . <



AD5vç98>2KA15 Ò 5R,/. ã 8>ÕD2K,>æ < Ó>AD5vE�2FÕ¸5 < , < JKØ;ÕD24Õ¶0fÖ < J4J�.DÔ65vÕ¸5'5RÝ95R,/.1ÕCÙ	��5�Ô < Ý35�2 Ò Ó6J45 Ò 5R,/.D5v=0386A < .¸. < Eb× 8�Õ¸24,6æI03,>JKØ .DÔ65ÄE < ÕD5�0fÖ%Ô <3Ò"Ò 24,6æIÜd5R24æ3Ô/. 1 < ,>=ÞÜd5RA15 < Û>JK5°.10éAD5vE�0lÝ95RAÕ¸8>ECE�5vÕDÕ¸Ö�86J4JKØ@.1Ô65°Û/Ø/.15CÕº0fÖdÕ¸5vE�A15�.º×35RØ < ÕH5�:;Ó�5vEx.15C= ã Ü%2K.DÔ < Û�038;. 8
Û6J40TEb×;Õ���ÛTØ/.D59Ù�+¶,

< .¸. < Eb× < æ < 2K,>Õ¸.º.DÔ65 256
Û62K.1Õ�ÕD5CERAD5R.�×35RØ;ÕºÜd0386JF=�ÜV09AD× Û/Ø ó>AbÕ_.�A15CER0lÝ35RA124,6æ·.1Ô65

128Û62a.bÕ%8>ÕD5C=�2K,Iñ¾ù � ã < ,>=·.1Ô65R,@09Û;. < 2K,624,6æ".DÔ>5�AD5 Ò°< 2K,>2K,6æ°×95RØ·Û62K.1Õ-Û/ØÄ0f.DÔ>5RA Ò 5 < ,>ÕRÙê*Ô624Õ < .¸. < Eb× AD5CÓ6AD5vÕ¸5C,/.1Õ < A15 < J�.DÔ6A15 < .�2K,õÓ>A < Ex.D2FE < J < Ó>Ó6JK2FE < .D2403,>ÕºÜ%Ô>5RA15�.DÔ65 Ñ6Ñ
Ò 0;=;5H0fÖ$.DÔ65 �¶ä*ä E�24Ó6Ô65CAV2FÕd8>ÕD5C=tÙTîh,>=;5C5C= ã < , < E�.D24Ý35 < .¸. < Eb×35CAVE < ,Ä5 < ÕD2KJ4Ø"2K,/.DA10;=;8>ER5
< EbÔ60/Õ¸5C,ÄE�24Ó6Ô65CA¸.15�:T.%Õ¸5vç98>5R,>ER5¶0fÖ < Ö�5CÜ ü ÛTØ9.15CÕd24,·.DÔ>5HER0 Ò°Ò 86,>24E < .D2403,�J < Ø95RAvÙ Ñ 24,>ER5Õ¸5CJaÖ å Õ¸ØT,>EbÔ>AD09,62��C2K,>æ Ò 0;=;5vÕ�0fÖ603Ó�5RA < .12K09, < A15µ8>ÕD8 < JKJ4Øº2 Ò Ó6J45 Ò 5R,/.15C=�Ö�09A$Ö < Õ_.�Õ_.1AD5 <fÒ 24,6æE�0 Ò°Ò 86,62FE < .12K09,>Õ�09,�Ö < 86JK._Ø°EbÔ < ,6,>5RJFÕ ã 2a.d24Õµ5RÝ35C,�JK24×35CJKØ'.DÔ < .µ.1Ô65¶5CADA103AVE < 8�Õ¸5v='ÛTØ".DÔ>5
< Ex.12K09,�0fÖ>.DÔ65 < .D. < Eb×35RA
ÜV0986JF=�æ30¾86,6,603.D2FE�5v=tÙlê*Ô65R, ã 2KÖ>.1Ô65 < .¸. < Eb×35CA$2FÕ < Û6J45µ.10¾09Û>ÕD5RA1Ý35.DÔ65°A15CÕD86Ja.12K,>æ�=;5vE�A1ØTÓ;.D5v= Ó6J < 24,/.D5R:/. ã 0386A < .D. < Eb× < Ó6Ó6J4245CÕ < ,�=éÔ65°Üd0386JF=éA15CER0lÝ35RA¾.DÔ>5E�0 Ò Ó6J45�.15�Õ¸5vE�A15�.%×35CØ·Ü%2K.DÔ@JK2K.¸.1JK5�0���2K,65�Ó>AD0;E�5vÕDÕD24,6æ>Ù;ê*ÔT8>Õ ã ÜV5ºÛ�5RJ42K5CÝ35º.1Ô65 Ñ6Ñ Ò 0T=650fÖ>09Ó�5CA < .D2403,�03Ö �¶ä*äÞ2FÕ�ÜV5 < × < ,�=�ÕDÔ60386JF=�,>0f.�Û�5*8>ÕD5C= < Õ�Ó6A103Ó�09ÕD5C=tÙ�GI09AD5Væ35R,>5RA < J4JKØ ãAD5vÕ¸2FÕ_. < ,>ER5*0fÖ�ÕD5RJKÖ å Õ¸ØT,>EbÔ6A103,>2��C2K,6æºÕ¸.DA15 <fÒ E�24Ó6Ô65RAbÕ < æ < 24,>Õ¸.�=62að�5RA15R,/.D2 < J < .¸. < Eb×;Õ�Õ¸Ô>0386JF=
< J4Ü < Ø;Õ�Û�5¶24,TÝ35CÕ¸.D24æ < .D5v= ã < Õµ2K,·.DÔ65HE < ÕD5-03Ö�Û>JK0;Eb×�E�24Ó6Ô65CA1Õ¾ß�ÕD5R5�ô¢ö3ölø>Ö�03A Ò 03A15¶=;5�. < 24J4Õ â Ù

� " ��� ���¶Ë��ÐDÏ ��ÊTÊ0��Ï�� �	� ��Ð¸É��9Ê Ê&����
 � Ì*Í�� Ì �ÄÌ � �	Ë�
Ê6Ð¸ÌµÉ
îh,À.DÔ65éÓ>AD5CÝ/24038�Õ·Õ¸5vEx.12K09, ã Üd5IÔ < Ý35é=65CÕ1E�A12KÛ�5C= < Ý95RA1Øª5�ý·E�245R,/.�=62að�5RA15R,/.D2 < J < .D. < Eb×
< æ < 2K,�Õ_.¼.1Ô65 Ñ>Ñ Ò 0T=65¶0fÖ �¾ä*ä¾Ù6ì¾ÛTÝT2K098>Õ¸J4Ø ã .DÔ62FÕ < .¸. < Eb×°=;0T5CÕV,60f. < Ó6Ó6J4Ø".D0�.1Ô65¾ä < Õ¸2FE
Ò 0;=;5�0fÖ�03Ó�5RA < .12K09,@ÕD24,>E�5�.1Ô65 < .¸. < Eb×35CA-E < ,>,60f.¾EbÔ>0/0/Õ¸5H.1Ô65�24,6Ó68;.bÕ-03Ö�ñ¾ù � ß�09A¾ù � â
< .-5 < EbÔ�A1038>,>=tÙ �-0lÜd5RÝ95RA ã 0f.DÔ>5RA¶ERADØTÓ;. < , < JKØ;ÕD24ÕV.D5vEbÔ6,62Fç/865CÕ Ò�< Ø·Û�5�5R,TÝT2FÕ < æ35C=ÄÔ65RA153Ùîh, Ó < A¸.124ER86J < A¶Üd5�Ó6A103Ó�09ÕD5 < , < J4æ35CÛ6A < 2FE < .D. < Eb× < æ < 24,>Õ¸. �¶ä*ä Ü%Ô62FEbÔ 2FÕ-Ö < Õ_.15RA¾.DÔ < ,5�:;Ô < 8�Õ_.12KÝ95ºÕD5 < A1EbÔÄÖ�03A < ×35CØÄÕD2��C5H03Ö 256

Û62a.bÕRÙ

�](+* 79/	
	-�35�46C1[ 4&:<:<46[���F94E � X�:Z5�-046= ,.C1T3N3-�5 F
+-J4æ35RÛ>A < 24E < .¸. < Eb×;ÕdÖ�03A Ò < ERJ < ÕDÕ%03Ö¼E�A1Ø/Ó6. < , < J4ØTÕD2FÕd.D5CEbÔ>,624ç/865vÕ-Ü%Ô62FEbÔ@Ô < Õ¶AD5vE�5C2KÝ95C= <Ô/8>æ35�24,/.D5RA15CÕ¸.¾24,I.1Ô65'J < Õ¸.¶Ø95 < AbÕCÙ>îh,>=;5C5C=I,>5RÜ < Ó>Ó6JK2FE < .D2403,>Õ¶Ô < Ý35�Û�5C5R, =;5vÕDERAD24Û�5C=I24,Ý < AD24038�Õ$ó�5RJF=6Õ�24,>E�J48>=;24,6æ�Û6J40;Eb×�E�24Ó6Ô65CA1Õ*ô ÿ ã ö �lø ã Õ_.1AD5 <fÒ ER2KÓ>Ô65RAbÕ*ô � ãDû ø < ,>='5RÝ95R,°Ó686Û6J42FE×35RØ�ERADØTÓ;.103æ3A < Ó>Ô/Ø'ôKþ �lø}Ùv+¶JKæ95RÛ6A < 2FE < .¸. < Eb×;Õ$5R:TÓ>JK092a.�Ó�09JKØT,60 Ò 2 < J/5Cç/8 < .D2403,>Õ�=;5vÕDERAD24Û624,6æ5�: < E�.DJ4Ø < , < J4æ309AD2K.DÔ Ò Ù/ê*Ô65RA15¶2FÕ < E�03,/.1A < Õ_.µÜ%2K.DÔ�E�J < Õ1Õ¸2FE < J�E�A1ØTÓ;. < , < J4Ø;Õ¸2FÕ�.15CEbÔ6,62Fç/865CÕÜ%Ô624EbÔ < AD5°03Ö¿.D5R,õÛ < ÕD5C=�03, < Ó>Ó6AD0�:;2 Ò�< .D2403,�Õ¾03Ö*.DÔ65·Û�5RÔ < Ý/2403A�03Ö*.DÔ65 < JKæ903A12a.1Ô Ò Ù	îh,.DÔ65'AD5vE�5R,/.¶Ø95 < A1Õ Ò�< ,/Ø@Õ¸.DA15 <fÒ E�24Ó6Ô65CA1Õ�ô ö��/÷ ã1û ø$Ô < Ý35�Û�5R5R, Û6AD09×35C,I8>Õ¸24,6æ < JKæ95RÛ6A < 2FE
< .¸. < Eb×;Õ < ,>=P2a.�Ô < Õ�,>0lÜ Û�5CER0 Ò 5é2 Ò Ó�03AD. < ,/.·.D0õ24,TÝ35CÕ¸.D24æ < .D5@.1Ô65 ÕD5CE�8>AD2K._Ø 03Öº,>5RÜ
< J4æ303A12K.DÔ Ò ÕdAD5Cæ < A1=;24,6æ�.DÔ65vÕ¸5º.15CEbÔ6,62Fç/865CÕCÙê*Ô65-æ35C,65RA < J;2F=;5 < 2K, < JKæ95RÛ6A < 2FE < .D. < Eb×;Õ�09,·Õ_.1AD5 <fÒ E�24Ó6Ô65RAbÕ�2FÕ�.10�Ü%AD2K.D5¶×35RØ;Õ¸.DA15 <3ÒÛ62a.bÕ < Õ < Ó�03J4ØT,60 Ò 2 < J-03ÖHJ40lÜ 5C,6038>æ3ÔÀ=;5Ræ9AD5C5�24,P.DÔ65 Û62a.bÕ�0fÖH.DÔ>5éÕ¸5vE�A15�.·×35CØ ã < ,>=.DÔ65C, < Ó6Ó>JKØ < , < Ó6Ó6A103Ó6A12 < .D5 < JKæ903A12a.1Ô Ò Ö�03A¾ÕD03J4ÝT2K,>æ�.DÔ62FÕ¾Ó�09JKØT,60 Ò 2 < J�Õ¸Ø;Õ¸.D5 Ò Ù�G < ,/ØÕ_.1A < .D5Ræ92K5vÕd5�:;24Õ¸.%JK24×35H.1Ô65�Õ¸2 Ò Ó6J45�JK24,65 < AD2�� < .D2403, < .¸. < Eb×�09A*.DÔ65�A15�ó>,>5C=�AD5CJK24,65 < AD2�� < .D2403,
< .¸. < Eb×Iô¢ö û øjÙTîh,�.DÔ65vÕ¸5ºÛ < Õ¸2FE < .¸. < Eb×;Õ ã < JKJ Ò 03,>0 Ò 2 < J4Õ < AD5HAD5CÓ6J < E�5v=·ÛTØ�,65CÜ Ý < A12 < Û6J45CÕ ã.DÔ65C,·.DÔ>5¾A15CÕD86JK.D24,6æ'J424,65 < AVÕDØTÕ¸.D5 Ò 24Õ*ÕD03J4Ý35v=°Û/Ø�8�Õ¸8 < J�J424,65 < A < JKæ95RÛ6A < Ù9îh,�ÕD0 Ò 5¾E < ÕD5CÕ ãÛ�5R.¸.D5CAVÕ¸.DA < .15Ræ3245CÕ Ò�< Ø < J4ÕD0 < Ó6Ó>JKØ ã Õ¸8�EbÔ < Õ¼ÕDÓ < AbÕ¸5*J42K,>5 < A < JKæ95RÛ6A < 03A�03.DÔ65CAµ=;5C=624E < .D5v=
< J4æ303A12K.DÔ Ò ÕCÙ	?603A�24,>Õ¸. < ,>E�5 ã�� A��9Û6,65CAHÛ < ÕD5°.D5CEbÔ>,624ç/865vÕ�ß¿Ö�09A < ,Þ24JKJ48>Õ¸.DA < .D2403,�0fÖd.DÔ>5CÕD5.D5CEbÔ>,624ç/865vÕ ã ÕD5R5�ôKþ �lø â < AD5 < Üd5RJ4J å ×T,60lÜ%, Ò�< .DÔ65 Ò°< .D2FE < J$.10/09J�Ô65RJ4Ó;Ö�86J¼24,é.1Ô65�E < Õ¸5'0fÖ
< J4æ35RÛ>A < 24E < .D. < Eb×TÕCÙ¼äd5CÕD24=65CÕ < , < Ja.15RA1, < .12KÝ95IÕ¸09JK8;.12K09, ã .1Ô65éë¾ù < J4æ303A12K.DÔ Ò Ô < Õ < J4ÕD0Û�5C5R,@Ó6A103Ó�09ÕD5C=éô¢öfÿføt.D0�A15CÕD03J4Ý35¾Ó�09JKØT,60 Ò 2 < J	ÕDØ;Õ_.15 Ò ÕCÙîh,�æ95R,65CA < J ã Ö�09A < AD5vE�5C,9.�ER2KÓ6Ô>5RA ã 2a.�ÕDÔ60986J4=�Û�5�2 Ò Ó�09Õ1Õ¸24Û6J45°.D0IÜ%A12a.15�JK0lÜ =;5Ræ9AD5C55Cç/8 < .12K09,>Õ
2K,TÝ309JKÝT24,6æ-.1Ô65%Õ¸5vE�A15�.�×35CØHÛ>2a.bÕ < ,>=�.DÔ65*Ó6J < 24,/.D5�:T.�Û62K.1ÕCÙlîh,�.DÔ>5d,>5�:T.�ÕD5CE�.D2403, ãÜV5�ÕDÔ60lÜ .1Ô < . �¾ädä Ö < 24J4Õ*.10 Ò 5C5�.%.1Ô65CÕD5�AD5vç/862KA15 Ò 5C,9.bÕRÙ
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î}.°2FÕ°,603.�Õ¸.DA < 24æ3Ô/.DÖ�03A1Ü < A1=�.10�5R:;Ó6AD5vÕDÕ°=;24A15CEx.1JKØª.DÔ65@×35CØ;Õ_.1AD5 <fÒ 24, Ö�86,�Ex.D2403,À03Ö¶.DÔ>5Õ¸5vE�A15�.-×35CØÄÛ�5CE < 8>ÕD5�0fÖ�.1Ô65�=;24Ý35CADæ95R,>ER5ºÕ¸.D5CÓ>Õ-5R:;5CE�86.D5C=@Û�5�Ö�09AD5º.1Ô65�Û�5Ræ92K,>,62K,>æ�0fÖ�5R, åE�A1Ø/Ó6.D2403,	Ù��¶0lÜV5CÝ35CA ã < , < .D. < Eb×35RA¼E < ,'Ö�0;E�8>Õ�09,°AD5vE�0lÝ35CAD24,6æ¶.DÔ65-24,62K.D2 < J>Õ¸. < .D5%03Ö�ù � ß�0fÖJK5C,6æf.1Ô
512
Û>2a.bÕ â ÙTê*Ô>5R,·24, < ÕD5CER03,>=°Ó6Ô < ÕD5 ã 2K. Ò 24æ3Ô/.VÛ�5¶Ó�09Õ1ÕD2KÛ6J45-.10�A15CE�0lÝ95RA�.1Ô65¶×95RØÖ�AD0 Ò .DÔ65*24,62K.D2 < J6Õ¸. < .15 ã 2KÖ�,65vE�5vÕDÕ < A1Ø3Ù�ê*Ô65RA15�Ö�09AD5dÜd5µó>AbÕ¸.�Ö�0;ER8>Õ�03,'Ü%AD2K.D24,6æºÓ�09JKØT,60 Ò 2 < J5Cç/8 < .12K09,>Õ*Û�5�._Üd5R5R,�.DÔ>5�×35RØ;Õ¸.DA15 <3Ò�< ,>=Ä.DÔ65�24,62K.D2 < J$Õ¸. < .D59Ùîh,�?�24æ386A15@þ ã ÜV5�E < ,ÞÕ¸5C5'.1Ô < .º.1Ô65�2K,/.15RA1, < J¼Õ¸. < .D5°0fÖ*ñ¶ù � < .º.DÔ>5�Û�5Cæ324,6,624,6æ@0fÖ

< ,TØ A10386,�= i
2FÕ < JK24,65 < A�Ö�86,�Ex.D2403, 0fÖd.DÔ65·24,62K.D2 < JdÕ_. < .D5Ä0fÖ%ù � < ,>=Þ×95RØ;Õ¸.DA15 <fÒ Û62a.bÕRÙù	0T03×T24,6æ < .H._Üd0@E�03,�Õ¸5vE�8;.12KÝ95'Õ¸. < .15CÕH0fÖ*ñ¶ù � ã ÜV5°E < , 5�:;Ó6A15CÕ1ÕHÛ�03.DÔ .DÔ65°24,6Ó68;. < ,>=.DÔ65�098;.DÓ686.¶0fÖ�.DÔ65�ñ¾ù � 86Ó�= < .12K,>æ°Ö�86,>Ex.12K09, < Õ*J42K,>5 < A*Ö�8>,>Ex.12K09,>Õ-03Ö
.1Ô65�2K,>2a.12 < J$Õ_. < .15

< ,>=Ä.DÔ65�×95RØ;Õ¸.DA15 <fÒ Û>2a.bÕRÙäV5vÕ¸2F=;5vÕ ã 2a.%2FÕ*5 < Õ¸Ø".D0"Ü%A12a.15H5vç/8 < .12K09,>Õµ03Ö�=;5Cæ3A15R5 7
A15RJ < .12K,6æ"24,6Ó68;.bÕ < ,>=Ä038;.1Ó68;.1Õ0fÖ�.DÔ65¾ñ¶ù � 86Ó�= < .D24,6æ�Ö�86,>E�.D2403,éß�AD5RÖ�5RA1AD5v=�.10 < Õ Φ â Ù9ù$5�. (ai)0≤i≤127

< ,>= (bi)0≤i≤127AD5vÕ¸Ó�5CE�.D24Ý35RJ4Ø°=;5R,603.D5¾.DÔ65¾2K,>Ó68;. < ,>=·038;.1Ó68;.*Û62a.bÕµ03Ö Φ ÙTñ-0f. < .12K09,>Õ ci
< ,>= di

< AD5¶8>Õ¸5v=Ö�03AV.DÔ65º24,9.15RA Ò 5C=;2 < .15¾Õ¸. < .15CÕ < Ö¿.15RAV.DÔ65Hó>AbÕ¸. < ,�=ÄÕD5CE�09,>=�J < Ø35CAV03Ö Φ Ù;î}.d2FÕdÜV5CJKJ�×T,60lÜ%,.DÔ < .-.DÔ65�í-2 ò_,>= < 5RJ Ñ å Û�0�: ß < ,>=�2K.1Õ¶2K,TÝ35CA1ÕD5 â Ô < Õ < J4æ35CÛ6A < 24Eº=;5Cæ3A15R5 7
ã 2¤Ù 53Ù;.1Ô65�098;.DÓ686.

Û62a.bÕ¶03Ö�.DÔ65 Ñ å Û�0�:õß < ,>=I2K.1ÕH24,/Ý95RAbÕ¸5 â E < ,IÛ�5"5�:;Ó6A15CÕ1ÕD5C= < Õ¾=;5Ræ9AD5C5 7
Ó�03J4ØT,60 Ò 2 < JFÕ-24,2a.bÕ%2K,>Ó68;.-Û62K.1ÕCÙ �V03,�Õ¸5vç98>5R,/.DJ4Ø ã

bi = Pi(a0, . . . , a127)

Ü%Ô65RA15
Pi

2FÕ < Ó�09JKØT,60 Ò 2 < Jt0fÖ�=;5Ræ9AD5C5 7
Ù Ñ 2 Ò 24J < ADJ4Ø ã

ci = Qi(d0, . . . , d127)

Ü%Ô65RA15
Qi

24Õ < Ó�03J4ØT,60 Ò 2 < J�0fÖ%=;5Cæ3A15R5 7
Ù	?68>A¸.1Ô65RA Ò 03A15 ã bi

< ,�= ci
< A15'A15RJ < .15C= Û/Ø <JK24,65 < A*.DA < ,>Õ¸Ö�03A Ò Ù;ê*Ô/8�Õ ã 128

AD5CJ < .D2403,>Õd0fÖ�=;5Cæ3A15R5 7
03Ö
.1Ô65ºÖ�03A Ò

127
∑

i=0

λiPi(a0, . . . , a127) ⊕

127
∑

i=0

µiQi(d0, . . . , d127) = 0

E < ,�Û�5¶Ü%A12K.¸.D5C,	ÙT+¶ÕVÜV5 < ADæ9865C="Ó6A15RÝT24038>ÕDJ4Ø�.1Ô65 ai

� Õ < ,>= di

� Õµ=65RÓ�5R,>=ÄJK24,65 < ADJ4Ø�09,�.DÔ>52K,62K.D2 < J
Õ_. < .D5 < ,>=�.DÔ65�×95RØ;Õ_.1AD5 <fÒ ã .DÔT8>Õd.1Ô65�Ó6A15RÝT2K098>ÕdAD5CJ < .D2403,@E < ,�Û�5�AD5CÜ%AD2K.¸.15R, < Õ

Rt(v0, . . . , v511, Zt) = 0

Ü%Ô65RA15
Rt

2FÕ < =65Ræ3A15R5 7
Ó�03J4ØT,60 Ò 2 < J ã .DÔ65 vi

� Õ < AD5¶.DÔ65ºÛ62K.1Õ*03Ö
24,62a.12 < J	Õ_. < .15 < ,>= Zt

24Õ
.DÔ65�×95RØ;Õ_.1AD5 <fÒ Û6J40;Eb×·,T8 Ò Û�5RA t

ß�Ü%Ô>24EbÔ@2FÕ*×/,>0lÜ%, â Ù
ê*Ô65º,/8 Ò Û�5RA%0fÖ Ò 03,60 Ò 2 < Jt0fÖ�=65Ræ3A15R5 7

03,
512
86,6×T,60lÜ%,�Õ*24Õ

(

512

7

)

' 250.6

Ü%Ô624EbÔÞ2FÕ�,603.�Õ¸8;ý·ER2K5C,9.�.10IÓ6A10lÝ/2F=;5 < Õ¸5vE�86A12K._ØéJK5CÝ35CJ�0fÖ 256
Û62K.1ÕCÙ	îh,>=;5C5C= ã < Õ¸2 Ò Ó6JK5JK24,65 < AD2�� < .D2403, < .¸. < Eb×�Üd0386JF=�Ó6AD0;ER5R5C=ÄÛTØ·JK24,65 < A < J4æ35CÛ6A < 03, < J4J Ò 03,60 Ò 2 < J4Õd0fÖ�=;5Ræ9AD5C5

7
Ù6Ú¶ÕD24,6æ � < 8>Õ1ÕD2 < ,Ä5RJ42 Ò 24, < .D2403, ã .1Ô65�E�09ADA15CÕDÓ�03,>=;24,6æ"E�0 Ò Ó6J45�:;2K._Ø·Üd0386JF=ÄÛ�5 < Û�0386.

(

512

7

)3

' 2151.8



Û < ÕD24EHÛ624, < ADØ·24,>Õ¸.DA18>Ex.12K09,>ÕdÖ�03A*24,TÝ35RAD.D24,6æ".DÔ>5 Ò°< .DA12a: ß 2146.8
03, < 32

Û62K.-Ó6AD0;ER5CÕ1Õ¸09A â Ù
äV5vÕ¸2F=;5vÕ ã < Û�098;. 250.6

Û62K.1Õ�03ÖV×T,60lÜ%,�Ó6J < 24,9.15�:T.�ÜV0986JF= Û�5�,65R5v=;5C=	Ù$ê*Ô65�Õ¸09JK86.D2403,�0fÖ.DÔ62FÕµÕDØ;Õ_.15 Ò AD5CÝ35 < J4Õ�.1Ô65-24,62K.D2 < J�Õ¸. < .D5-03Ö�.1Ô65¾ER2KÓ>Ô65RA�Ö�A10 Ò Ü%Ô62FEbÔ�2a. Ò 24æ3Ô/.µÛ�5-Ó�09Õ1Õ¸24Û6J45.D0�A15�.DA1245RÝ35H.1Ô65 < E�.D8 < J$Õ¸5vE�A15�.%×35CØ3Ù6ê*Ô62FÕ < JKæ95RÛ6A < 2FE < .¸. < Eb×Ä2FÕdÖ < Õ¸.D5CA%.DÔ < ,@5�:;Ô < 8>Õ_.12KÝ95Õ¸5 < AbEbÔÄ03,>JKØ�Ö�09A%×35CØTÕ*03Ö 256
Û62a.bÕRÙ

�-0lÜd5RÝ35CA ã Ü%2K.DÔIÛ�5�.D.D5RA¶JK24,65 < A < J4æ35CÛ6A < ÕD8>EbÔ < Õ < JKæ903A12a.1Ô Ò Õ��¶Ü%2K.DÔI5R:TÓ�03,>5R,/. w =
log2(7)

ã .DÔ>5 E�0 Ò Ó6JK5R:;2a._ØÀE < , Û�5 JK0lÜd5RA15C= .D0 2142.2
Û624, < ADØP2K,�Õ_.1AD8>E�.D2403,>Õ ã < ,>=ÀÜd55RÝ35C,é5�:;Ó�5CE�.¶.DÔ < .¾Û�5�.D.D5CA¶.15CEbÔ6,62Fç/865CÕ¾5�:;2FÕ_. ã Ö�09A¶24,>Õ¸. < ,�E�5�2KÖµÜd5�5�:;Ó6J4032K.¶.1Ô65'ÕDÓ < A1ÕD2a._Ø0fÖt.DÔ>5¾ÕDØTÕ¸.D5 Ò Ù/+%ECE�03Ab=;24,6æ�.10 �V038>A¸.1032FÕ%ô ��ø ã .DÔ>24ÕV×T2K,>=Ä0fÖ < .¸. < Eb×;Õ¼E < , < JFÕ¸0�Û�5¶Ö�86A¸.1Ô65RA2 Ò Ó6A10lÝ35v=ÄÛTØÄ8�Õ¸24,6æ·09Ó;.D2 Ò 2��C5C=�AD5vÕ¸09JK86.D2403, < J4æ309AD2K.DÔ Ò Õ < ,>= < Ó6AD5vE�0 Ò Ó>8;. < .D2403,IÕ_.15RÓ	Ùì¾,°.DÔ65-Ü%Ô>03J45 ã 2K.µ2FÕ¼J42K×95RJ4Ø�.DÔ < . < ,"2 Ò Ó6A10lÝ35C="Ý95RAbÕ¸2403,"0fÖ�.DÔ>24Õ < .¸. < Eb×�ER0386JF=°Û6A15 < ×�.DÔ>5

128
Û62K.-Ý35RAbÕD2K09,Ä0fÖ �¶ä*äHÙ
ê*Ô624Õ < .¸. < Eb×é24J4JK8>Õ¸.DA < .15CÕº.1Ô65°Ö < E�.�.DÔ < .�J42K,65 < A Ò�< Õ¸×T24,6æ�.D5CEbÔ>,624ç/865vÕ < ,�=�ER5RJ4JK8>J < A

< 8;.10 Ò�< . < ÛTØ .1Ô65 Ò ÕD5RJ4Ý35CÕ�=;0ª,603.�Ó6A10lÝT24=65éÓ6A10f.D5vEx.12K09, < æ < 2K,>Õ¸.·.1Ô65 ERJ < ÕDÕÄ0fÖ < J4æ35 åÛ6A < 24E < .¸. < Eb×;ÕRÙ�ä < Õ¸2FE < JKJ4Ø�.1Ô65RA15�24Õ-.D0T0 Ò 8�EbÔIJK24,65 < AD2K._ØÄ24,@.DÔ>24Õ < J4æ303A12K.DÔ Ò Ù6ê*Ô62FÕ%._ØTÓ�50fÖ%Ó6A103Û6J45 Ò 24Õ < JFÕ¸0 5R,>ER0386,/.D5CAD5v=�Ü%Ô65R,ª8�Õ¸24,6æéù$? Ñ í¶Õ < Õ < Û68>2KJF=;24,6æéÛ6J40;Eb×�Ù Ñ 038>,>=E�038>,9.15RA Ò 5 < ÕD86A15CÕ < A15¾24A1AD5Cæ386J < A1JKØ�ERJK0;Eb×35v=ÄÕ¸.DA15 <3Ò E�24Ó6Ô65CA1Õ ã JK24×35H.1Ô65 Ñ Ô6A12K,6×T24,6æ � 5R, å5RA < .D09A-ô �lø�03A�.1Ô65¾8�Õ¸5-03Ö	,603,>JK24,65 < A Ò�< Ó>Ó62K,>æ9Õ < Õ < Û>862KJF=;24,6æ�Û>JK0;Eb×°2K,�Õ_.15 < =°03Ö$ù$? Ñ í-Õ03A-E�5CJKJ486J < A < 86.D0 Ò�< . < ôKþvÿlø}Ù

�]( � �9-0[�;0I	-�5�C1E�
 :<N3- �	- � M+5�;>= :<N3-PC+E�C1:<C14/$F<:<4&:K-

+%Ö¿.D5CAµ.1Ô65¶Ó>AD5CÝ/24038�Õ < .D. < Eb× ã ÜV5¾×/,>0lÜ .1Ô65¶24,62K.D2 < J�Õ_. < .15-0fÖt.1Ô65¶J42K,>5 < AdE�0 Ò Ó�03,>5R,/.Vù �¾Ùê*Ô624Õ"2FÕ�,>0f."Ö�86JKJ4ØªÕ < .D2FÕ¸Ö�Ø/24,6æ 2K, Ó6A < Ex.124ER53Ù�î}."2FÕ"0fÖ¿.D5C, 5R:TÓ�5CE�.D5v=õ.D0�æ30 Ö�86AD.DÔ65CA < ,>=AD5vE�0lÝ35CA¶.1Ô65·ÕD5CE�A15�.�×95RØ3Ù)��5�A15�Ö�5RAH.10@.DÔ65�24,62K.D2 < J¼Õ¸. < .15�0fÖ*ù � < Õ S Ù�ì¾8>A�æ30 < J�24ÕH.10=;5RA12KÝ95HÖ�AD0 Ò S
.DÔ65�ÕD5CERAD5R.-×35CØ

K
Ù&��5�E�09,>ÕD24=;5CA*ó>AbÕ_.*.DÔ>5�×35CØÄÕ¸2��R5º03Ö

256
Û>2a.bÕ ã ÕD24,>E�5

.DÔ65�Ó6A15RÝT24038>Õ < .¸. < Eb×·Ô < Õ < ER0 Ò Ó6J45�:;2K._Ø·J < ADæ95RAd.DÔ < , 2128
Ù

äVØ�E�03,�Õ_.1AD8>E�.D2403, ã
S
24Õ < J42K,>5 < A-Ö�86,>Ex.12K09,@0fÖ K < ,>= 4

×35CØTÕ¸.DA15 <3Ò Û6J40;Eb×TÕ�ß�0fÖ 128Û62a.bÕ�5 < EbÔ â Ó6A10;=;8>E�5v=Þ=;86A12K,6æ@.1Ô65·×95RØ Õ1EbÔ65v=;86J45 < ,>=õ=;2FÕDE < Ab=;5C= 2 Ò"Ò 5v=;2 < .D5CJKØ < Ö¿.D5CACÙ
� 5·E < J4J�.DÔ65vÕ¸5�Û>JK0;Eb×;Õ T0, . . . , T3

< Õº24, ô ö��vø}Ù	ê*Ô65°ó>AbÕ_.�Û6J40;Eb× 0fÖ*×35CØ;Õ_.1AD5 <fÒ ß�E < J4JK5v=
Z0
â E < ,�Û�5�5R:;Ó6AD5vÕDÕD5C=ÄÛTØ ß�ÕD5R5 < J4ÕD0�?
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